Unchanged Elements

Date: May 24, 2006 11:12:26 AM
Display elements: Yes

Display last change time: Yes

Maximum results: 100

Nodes: Root Node Group
Rules: All

Element name: Not applied

Time range: All time

Nodes sort: Name, ascending
Rules sort: Name, ascending
Details table sort: Name, ascending

Node: 10.26.108.47

Rule: Active Directory Computers Last Element Change: Never
Element Last Change
DC=<domain component>,DC=<domain component> Never
CN=blah,CN=Users,DC=twsupport,DC=test Never

CN=jheggxp,0U=Computers,0U=US,OU=test.local,DC=t Never
wsupport,DC=test

CN=TIMMAH,OU=Domain Control Never
lers,DC=twsupport,DC=test

Rule: Active Directory Domain Controls Last Element Change: Never
Element Last Change
OU=Domain Controllers,DC=<domain compon Never

ent>,DC=<domain component>

CN=TIMMAH,OU=Domain Control Never
lers,DC=twsupport,DC=test

Rule: Active Directory FSMO Roles Last Element Change: Never

Element Last Change

CN=Partitions,CN=Configuration,DC=twsupport,DC=test Never

CN=Configuration,DC=<domain compon Never
ent>,DC=<domain component>

DC=<domain component>,DC=<domain component> Never

CN=RID Manager$,CN=System,DC=twsupport,DC=test Never

CN=lInfrastructure,DC=twsupport,DC=test Never
DC=twsupport,DC=test Never
Rule: Active Directory Groups Last Element Change: May 17, 2006 7:59:33 AM
Element Last Change
DC=<domain component>,DC=<domain component> Never

CN=TestGroup,CN=Users,DC=twsupport,DC=test Never



CN=CERTSVC_DCOM_ACCESS,CN=Users,DC=twsupp Never
ort,DC=test

CN=DnsUpdateProxy,CN=Users,DC=twsupport,DC=test Never

CN=Terminal Server License Serv Never
ers,CN=Builtin,DC=twsupport,DC=test

CN=Windows Authorization Access Never
Group,CN=Builtin,DC=twsupport,DC=test

CN=Incoming Forest Trust Build Never
ers,CN=Builtin,DC=twsupport,DC=test

CN=Pre-Windows 2000 Compatible Ac Never
cess,CN=Builtin,DC=twsupport,DC=test

CN=Account Operat Never
ors,CN=Builtin,DC=twsupport,DC=test

CN=Server Operators,CN=Builtin,DC=twsupport,DC=test Never

CN=RAS and IAS Serv Never
ers,CN=Users,DC=twsupport,DC=test

CN=Domain Guests,CN=Users,DC=twsupport,DC=test Never
CN=Domain Users,CN=Users,DC=twsupport,DC=test Never
CN=Cert Publishers,CN=Users,DC=twsupport,DC=test Never

CN=Domain Control Never
lers,CN=Users,DC=twsupport,DC=test

CN=Domain Com Never
puters,CN=Users,DC=twsupport,DC=test

CN=Distributed COM Never
Users,CN=Builtin,DC=twsupport,DC=test

CN=Performance Log Never
Users,CN=Builtin,DC=twsupport,DC=test

CN=Performance Monitor Never
Users,CN=Builtin,DC=twsupport,DC=test

CN=Network Configuration Operat Never
ors,CN=Builtin,DC=twsupport,DC=test

CN=Remote Desktop Never
Users,CN=Builtin,DC=twsupport,DC=test

CN=Replicator,CN=Builtin,DC=twsupport,DC=test Never

CN=Print Operators,CN=Builtin,DC=twsupport,DC=test  Never

CN=Guests,CN=Builtin,DC=twsupport,DC=test Never
CN=Users,CN=Builtin,DC=twsupport,DC=test Never

Rule: Active Directory Users Last Element Change: May 19, 2006 9:46:27 AM
Element Last Change
DC=<domain component>,DC=<domain component> Never

CN=tester mcgee2,CN=Users,DC=twsupport,DC=test Never
CN=jhegg,CN=Users,DC=twsupport,DC=test Never

CN=SQLDebugger,CN=Users,DC=twsupport,DC=test Never



CN=administrator@twsupport.test, OU=Admin Never
Users,OU=test.local,DC=twsupport,DC=test

CN=testuser2,0U=Users,OU=US,OU=test.local,DC=twsu Never
pport,DC=test

CN=testuser,OU=Users,OU=US,OU=test.local,DC=twsup Never
port,DC=test

CN=admin admin,OU=Admin Never
Users,OU=test.local,DC=twsupport,DC=test
CN=krbtgt,CN=Users,DC=twsupport,DC=test Never
CN=Guest,CN=Users,DC=twsupport,DC=test Never
CN=Administrator,CN=Users,DC=twsupport,DC=test Never
Rule: Configuration: AD Query Policies Last Element Change: Never

Element Last Change

CN=Default Query Never

Policy,CN=Query-Policies,CN=Directory Ser
vice,CN=Windows
NT,CN=Services,CN=Configuration,DC=twsupport,DC=te
st

CN=Default Query Never
Policy,CN=Query-Policies,CN=Directory Ser

vice,CN=Windows
NT,CN=Services,CN=Configuration,DC=<domain com
ponent>,DC=<domain component>

Rule: Configuration: DHCP Services Last Element Change: Never

Element Last Change

CN=NetServices,CN=Services,CN=Configuration,DC=tws Never
upport,DC=test

CN=NetServices,CN=Services,CN=Configuration,DC=<d Never
omain component>,DC=<domain component>

Rule: Configuration: Display Specifiers Last Element Change: Never

Element Last Change

CN=msCOM-Partition-Display,CN=804,CN=DisplaySpecif Never
iers,CN=Configuration,DC=twsupport,DC=test

CN=msCOM-PartitionSet-Display,CN=804,CN=DisplaySp Never
ecifiers,CN=Configuration,DC=twsupport,DC=test

CN=pKICertificateTemplate-Display, CN=804,CN=Display Never
Specifiers,CN=Configuration,DC=twsupport,DC=test

CN=foreignSecurityPrincipal-Display,CN=804,CN=Displa Never
ySpecifiers,CN=Configuration,DC=twsupport,DC=test

CN=queryPolicy-Display, CN=804,CN=DisplaySpecifiers, Never
CN=Configuration,DC=twsupport,DC=test

CN=nTDSService-Display,CN=804,CN=DisplaySpecifiers Never
,CN=Configuration,DC=twsupport,DC=test

CN=serversContainer-Display,CN=804,CN=DisplaySpecif Never
iers,CN=Configuration,DC=twsupport,DC=test

CN=subnetContainer-Display,CN=804,CN=DisplaySpecifi Never



ers,CN=Configuration,DC=twsupport,DC=test

CN=interSiteTransportContainer-Display,CN=804,CN=Dis
playSpecifiers,CN=Configuration,DC=twsupport,DC=test

CN=sitesContainer-Display,CN=804,CN=DisplaySpecifier
s,CN=Configuration,DC=twsupport,DC=test

CN=default-Display, CN=804,CN=DisplaySpecifiers,CN=C
onfiguration,DC=twsupport,DC=test

CN=remoteStorageServicePoint-Display,CN=804,CN=Dis
playSpecifiers,CN=Configuration,DC=twsupport,DC=test

CN=msMQ-Group-Display,CN=804,CN=DisplaySpecifiers
,CN=Configuration,DC=twsupport,DC=test

CN=msMQ-Custom-Recipient-Display, CN=804,CN=Displ
aySpecifiers,CN=Configuration,DC=twsupport,DC=test

CN=mSMQSettings-Display, CN=804,CN=DisplaySpecifie
rs,CN=Configuration,DC=twsupport,DC=test

CN=mSMQSiteLink-Display,CN=804,CN=DisplaySpecifie
rs,CN=Configuration,DC=twsupport,DC=test

CN=mSMQMigratedUser-Display, CN=804,CN=DisplaySp
ecifiers,CN=Configuration,DC=twsupport,DC=test

CN=mSMQEnterpriseSettings-Display,CN=804,CN=Displ
aySpecifiers,CN=Configuration,DC=twsupport,DC=test

CN=mSMQConfiguration-Display,CN=804,CN=DisplaySp
ecifiers,CN=Configuration,DC=twsupport,DC=test

CN=mSMQQueue-Display,CN=804,CN=DisplaySpecifier
s,CN=Configuration,DC=twsupport,DC=test

CN=volume-Display,CN=804,CN=DisplaySpecifiers,CN=
Configuration,DC=twsupport,DC=test

CN=trustedDomain-Display,CN=804,CN=DisplaySpecifier
s,CN=Configuration,DC=twsupport,DC=test

CN=rpcContainer-Display,CN=804,CN=DisplaySpecifiers,
CN=Configuration,DC=twsupport,DC=test

CN=container-Display,CN=804,CN=DisplaySpecifiers,CN
=Configuration,DC=twsupport,DC=test

CN=organizationalUnit-Display,CN=804,CN=DisplaySpec
ifiers,CN=Configuration,DC=twsupport,DC=test

CN=nTFRSSubscriptions-Display,CN=804,CN=DisplaySp
ecifiers,CN=Configuration,DC=twsupport,DC=test

CN=nTFRSSubscriber-Display,CN=804,CN=DisplaySpeci
fiers,CN=Configuration,DC=twsupport,DC=test

CN=nTFRSMember-Display,CN=804,CN=DisplaySpecifie
rs,CN=Configuration,DC=twsupport,DC=test

CN=nTDSSiteSettings-Display, CN=804,CN=DisplaySpeci
fiers,CN=Configuration,DC=twsupport,DC=test

CN-=licensingSiteSettings-Display,CN=804,CN=DisplaySp
ecifiers,CN=Configuration,DC=twsupport,DC=test

CN-=interSiteTransport-Display, CN=804,CN=DisplaySpeci
fiers,CN=Configuration,DC=twsupport,DC=test

CNs=siteLinkBridge-Display,CN=804,CN=DisplaySpecifier
s,CN=Configuration,DC=twsupport,DC=test

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



CN=siteLink-Display, CN=804,CN=DisplaySpecifiers,CN=
Configuration,DC=twsupport,DC=test

CN=subnet-Display, CN=804,CN=DisplaySpecifiers,CN=C
onfiguration,DC=twsupport,DC=test

CN=nTFRSReplicaSet-Display,CN=804,CN=DisplaySpec
ifiers, CN=Configuration,DC=twsupport,DC=test

CN=nTFRSSettings-Display,CN=804,CN=DisplaySpecifie
rs,CN=Configuration,DC=twsupport,DC=test

CN=nTDSConnection-Display,CN=804,CN=DisplaySpecif
iers,CN=Configuration,DC=twsupport,DC=test

CN=nTDSDSA-Display,CN=804,CN=DisplaySpecifiers,C
N=Configuration,DC=twsupport,DC=test

CN=nTDSSettings-Display,CN=804,CN=DisplaySpecifier
s,CN=Configuration,DC=twsupport,DC=test

CN=server-Display,CN=804,CN=DisplaySpecifiers,CN=C
onfiguration,DC=twsupport,DC=test

CNs=site-Display,CN=804,CN=DisplaySpecifiers,CN=Conf
iguration,DC=twsupport,DC=test

CN=printQueue-Display,CN=804,CN=DisplaySpecifiers,C
N=Configuration,DC=twsupport,DC=test

CN=computer-Display,CN=804,CN=DisplaySpecifiers,CN
=Configuration,DC=twsupport,DC=test

CN=serviceAdministrationPoint-Display, CN=804,CN=Dis
playSpecifiers,CN=Configuration,DC=twsupport,DC=test

CN=localPolicy-Display,CN=804,CN=DisplaySpecifiers,C
N=Configuration,DC=twsupport,DC=test

CN=domainPolicy-Display,CN=804,CN=DisplaySpecifiers
,CN=Configuration,DC=twsupport,DC=test

CN=contact-Display,CN=804,CN=DisplaySpecifiers,CN=
Configuration,DC=twsupport,DC=test

CN=domainDNS-Display,CN=804,CN=DisplaySpecifiers,
CN=Configuration,DC=twsupport,DC=test

CN=group-Display,CN=804,CN=DisplaySpecifiers,CN=C
onfiguration,DC=twsupport,DC=test

CN=user-Display, CN=804,CN=DisplaySpecifiers,CN=Con
figuration,DC=twsupport,DC=test

CN=IntellimirrorSCP-Display,CN=804,CN=DisplaySpecifi
ers,CN=Configuration,DC=twsupport,DC=test

CN=IntellimirrorGroup-Display,CN=804,CN=DisplaySpeci
fiers,CN=Configuration,DC=twsupport,DC=test

CN-=inetOrgPerson-Display, CN=40B,CN=DisplaySpecifier
s,CN=Configuration,DC=twsupport,DC=test

CN-=lostAndFound-Display,CN=40B,CN=DisplaySpecifier
s,CN=Configuration,DC=twsupport,DC=test

CN=msCOM-Partition-Display, CN=40B,CN=DisplaySpeci
fiers,CN=Configuration,DC=twsupport,DC=test

CN=msCOM-PartitionSet-Display,CN=40B,CN=DisplayS
pecifiers,CN=Configuration,DC=twsupport,DC=test

CN=pKICertificateTemplate-Display,CN=40B,CN=Display

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



Specifiers,CN=Configuration,DC=twsupport,DC=test

CN=foreignSecurityPrincipal-Display,CN=40B,CN=Displa
ySpecifiers,CN=Configuration,DC=twsupport,DC=test

CN=queryPolicy-Display,CN=40B,CN=DisplaySpecifiers,
CN=Configuration,DC=twsupport,DC=test

CN=nTDSService-Display,CN=40B,CN=DisplaySpecifiers
,CN=Configuration,DC=twsupport,DC=test

CN=serversContainer-Display,CN=40B,CN=DisplaySpeci
fiers,CN=Configuration,DC=twsupport,DC=test

CN=subnetContainer-Display,CN=40B,CN=DisplaySpecifi
ers,CN=Configuration,DC=twsupport,DC=test

CN=interSiteTransportContainer-Display, CN=40B,CN=Di
splaySpecifiers,CN=Configuration,DC=twsupport,DC=test

CN=sitesContainer-Display,CN=40B,CN=DisplaySpecifier
s,CN=Configuration,DC=twsupport,DC=test

CN=default-Display, CN=40B,CN=DisplaySpecifiers,CN=
Configuration,DC=twsupport,DC=test

CN=remoteStorageServicePoint-Display,CN=40B,CN=Di
splaySpecifiers,CN=Configuration,DC=twsupport,DC=test

CN=msMQ-Group-Display,CN=40B,CN=DisplaySpecifier
s,CN=Configuration,DC=twsupport,DC=test

CN=msMQ-Custom-Recipient-Display, CN=40B,CN=Displ
aySpecifiers,CN=Configuration,DC=twsupport,DC=test

CN=mSMQSettings-Display, CN=40B,CN=DisplaySpecifie
rs,CN=Configuration,DC=twsupport,DC=test

CN=mSMQSiteLink-Display,CN=40B,CN=DisplaySpecifie
rs,CN=Configuration,DC=twsupport,DC=test

CN=mSMQMigratedUser-Display,CN=40B,CN=DisplaySp
ecifiers,CN=Configuration,DC=twsupport,DC=test

CN=mSMQEnterpriseSettings-Display,CN=40B,CN=Displ
aySpecifiers,CN=Configuration,DC=twsupport,DC=test

CN=mSMQConfiguration-Display,CN=40B,CN=DisplaySp
ecifiers,CN=Configuration,DC=twsupport,DC=test

CN=mSMQQueue-Display,CN=40B,CN=DisplaySpecifier
s,CN=Configuration,DC=twsupport,DC=test

CN=volume-Display,CN=40B,CN=DisplaySpecifiers,CN=
Configuration,DC=twsupport,DC=test

CN=trustedDomain-Display,CN=40B,CN=DisplaySpecifie
rs,CN=Configuration,DC=twsupport,DC=test

CN=rpcContainer-Display,CN=40B,CN=DisplaySpecifiers
,CN=Configuration,DC=twsupport,DC=test

CN=container-Display,CN=40B,CN=DisplaySpecifiers,CN
=Configuration,DC=twsupport,DC=test

CN=organizationalUnit-Display, CN=40B,CN=DisplaySpec
ifiers,CN=Configuration,DC=twsupport,DC=test

CN=nTFRSSubscriptions-Display,CN=40B,CN=DisplayS
pecifiers,CN=Configuration,DC=twsupport,DC=test

CN=nTFRSSubscriber-Display,CN=40B,CN=DisplaySpec
ifiers,CN=Configuration,DC=twsupport,DC=test

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



CN=nTFRSMember-Display,CN=40B,CN=DisplaySpecifi Never
ers,CN=Configuration,DC=twsupport,DC=test

CN=nTDSSiteSettings-Display, CN=40B,CN=DisplaySpec Never
ifiers, CN=Configuration,DC=twsupport,DC=test

CN=licensingSiteSettings-Display, CN=40B,CN=DisplayS Never
pecifiers,CN=Configuration,DC=twsupport,DC=test

CN=interSiteTransport-Display,CN=40B,CN=DisplaySpec Never
ifiers,CN=Configuration,DC=twsupport,DC=test

CN=siteLinkBridge-Display,CN=40B,CN=DisplaySpecifier Never
s,CN=Configuration,DC=twsupport,DC=test

CN=siteLink-Display, CN=40B,CN=DisplaySpecifiers,CN= Never
Configuration,DC=twsupport,DC=test

CN=subnet-Display,CN=40B,CN=DisplaySpecifiers,CN=  Never
Configuration,DC=twsupport,DC=test

CN=nTFRSReplicaSet-Display, CN=40B,CN=DisplaySpec Never
ifiers,CN=Configuration,DC=twsupport,DC=test

CN=nTFRSSettings-Display,CN=40B,CN=DisplaySpecifie Never
rs,CN=Configuration,DC=twsupport,DC=test

CN=nTDSConnection-Display,CN=40B,CN=DisplaySpeci Never
fiers,CN=Configuration,DC=twsupport,DC=test

CN=nTDSDSA-Display,CN=40B,CN=DisplaySpecifiers,C Never
N=Configuration,DC=twsupport,DC=test

CN=nTDSSettings-Display,CN=40B,CN=DisplaySpecifier Never
s,CN=Configuration,DC=twsupport,DC=test

CN=server-Display,CN=40B,CN=DisplaySpecifiers, CN=C Never
onfiguration,DC=twsupport,DC=test

CN=site-Display,CN=40B,CN=DisplaySpecifiers, CN=Conf Never
iguration,DC=twsupport,DC=test

CN=printQueue-Display,CN=40B,CN=DisplaySpecifiers,C Never
N=Configuration,DC=twsupport,DC=test

CN=computer-Display,CN=40B,CN=DisplaySpecifiers,CN Never
=Configuration,DC=twsupport,DC=test

CN=serviceAdministrationPoint-Display,CN=40B,CN=Dis Never
playSpecifiers,CN=Configuration,DC=twsupport,DC=test

CN=localPolicy-Display,CN=40B,CN=DisplaySpecifiers,C Never
N=Configuration,DC=twsupport,DC=test

CN=domainPolicy-Display,CN=40B,CN=DisplaySpecifiers Never
,CN=Configuration,DC=twsupport,DC=test

Rule: Configuration: Extended Rights Last Element Change: Never

Element Last Change

CN=Extended-Rights,CN=Configuration,DC=<domain Never
component>,DC=<domain component>

CN=Do-Garbage-Collection,CN=Extended-Rights,CN=Co Never
nfiguration,DC=twsupport,DC=test

CN=Change-Rid-Master,CN=Extended-Rights,CN=Config Never
uration,DC=twsupport,DC=test

CN=Change-Schema-Master,CN=Extended-Rights,CN=C Never
onfiguration,DC=twsupport,DC=test



CN=DS-Replication-Manage-Topology,CN=Extended-Rig
hts,CN=Configuration,DC=twsupport,DC=test

CN=DS-Replication-Synchronize, CN=Extended-Rights,C
N=Configuration,DC=twsupport,DC=test

CN=DS-Replication-Get-Changes,CN=Extended-Rights,C
N=Configuration,DC=twsupport,DC=test

CN=Web-Information,CN=Extended-Rights,CN=Configur
ation,DC=twsupport,DC=test

CN=Email-Information,CN=Extended-Rights,CN=Configur
ation,DC=twsupport,DC=test

CN=Personal-Information,CN=Extended-Rights,CN=Confi
guration,DC=twsupport,DC=test

CN=0Open-Address-Book,CN=Extended-Rights,CN=Confi
guration,DC=twsupport,DC=test

CN=Membership,CN=Extended-Rights,CN=Configuration
,DC=twsupport,DC=test

CN=User-Logon,CN=Extended-Rights,CN=Configuration,
DC=twsupport,DC=test

CN=User-Account-Restrictions,CN=Extended-Rights,CN=
Configuration,DC=twsupport,DC=test

CN=General-Information,CN=Extended-Rights,CN=Confi
guration,DC=twsupport,DC=test

CN=Domain-Password,CN=Extended-Rights,CN=Configu
ration,DC=twsupport,DC=test

CN=Send-To,CN=Extended-Rights,CN=Configuration,DC
=twsupport,DC=test

CN=Receive-As,CN=Extended-Rights,CN=Configuration,
DC=twsupport,DC=test

CN=Send-As,CN=Extended-Rights,CN=Configuration,DC
=twsupport,DC=test

CN=User-Force-Change-Password,CN=Extended-Rights,
CN=Configuration,DC=twsupport,DC=test

CN=User-Change-Password,CN=Extended-Rights,CN=C
onfiguration,DC=twsupport,DC=test

CN=Domain-Administer-Server,CN=Extended-Rights,CN
=Configuration,DC=twsupport,DC=test

CN=DS-Query-Self-Quota,CN=Extended-Rights,CN=Con
figuration,DC=twsupport,DC=test

CN=Enable-Per-User-Reversibly-Encrypted-Password,C
N=Extended-Rights,CN=Configuration,DC=twsupport,DC
=test

CN=Unexpire-Password,CN=Extended-Rights,CN=Config
uration,DC=twsupport,DC=test

CN=Update-Password-Not-Required-Bit, CN=Extended-Ri
ghts,CN=Configuration,DC=twsupport,DC=test

CN=DS-Replication-Monitor-Topology,CN=Extended-Rig
hts,CN=Configuration,DC=twsupport,DC=test

CN=DS-Execute-Intentions-Script, CN=Extended-Rights,C
N=Configuration,DC=twsupport,DC=test

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



CN=Allowed-To-Authenticate, CN=Extended-Rights,CN=C
onfiguration,DC=twsupport,DC=test

CN=Reanimate-Tombstones,CN=Extended-Rights,CN=C
onfiguration,DC=twsupport,DC=test

CN=Migrate-SID-History,CN=Extended-Rights,CN=Confi
guration,DC=twsupport,DC=test

CN=DS-Replication-Get-Changes-All,CN=Extended-Right
s,CN=Configuration,DC=twsupport,DC=test

CN=Create-Inbound-Forest-Trust, CN=Extended-Rights,C
N=Configuration,DC=twsupport,DC=test

CN=DNS-Host-Name-Attributes, CN=Extended-Rights,CN
=Configuration,DC=twsupport,DC=test

CN=Domain-Other-Parameters,CN=Extended-Rights,CN
=Configuration,DC=twsupport,DC=test

CN=Generate-RSoP-Logging,CN=Extended-Rights,CN=
Configuration,DC=twsupport,DC=test

CN=SAM-Enumerate-Entire-Domain,CN=Extended-Right
s,CN=Configuration,DC=twsupport,DC=test

CN=Refresh-Group-Cache,CN=Extended-Rights,CN=Co
nfiguration,DC=twsupport,DC=test

CN=Generate-RSoP-Planning,CN=Extended-Rights,CN=
Configuration,DC=twsupport,DC=test

CN=Validated-SPN,CN=Extended-Rights,CN=Configurati
on,DC=twsupport,DC=test

CN=Validated-DNS-Host-Name,CN=Extended-Rights,CN
=Configuration,DC=twsupport,DC=test

CN=Self-Membership,CN=Extended-Rights,CN=Configur
ation,DC=twsupport,DC=test

CN=Certificate-Enrollment,CN=Extended-Rights,CN=Con
figuration,DC=twsupport,DC=test

CN=DS-Check-Stale-Phantoms,CN=Extended-Rights,CN
=Configuration,DC=twsupport,DC=test

CN=Recalculate-Security-Inheritance, CN=Extended-Right
s,CN=Configuration,DC=twsupport,DC=test

CN=Update-Schema-Cache,CN=Extended-Rights,CN=C
onfiguration,DC=twsupport,DC=test

CN=Change-Infrastructure-Master,CN=Extended-Rights,
CN=Configuration,DC=twsupport,DC=test

CN=DS-Install-Replica, CN=Extended-Rights,CN=Configu
ration,DC=twsupport,DC=test

CN=RAS-Information,CN=Extended-Rights,CN=Configur
ation,DC=twsupport,DC=test

CN=Apply-Group-Policy, CN=Extended-Rights,CN=Config
uration,DC=twsupport,DC=test

CN=msmg-Open-Connector,CN=Extended-Rights,CN=C
onfiguration,DC=twsupport,DC=test

CN=msmg-Receive-journal,CN=Extended-Rights,CN=Co
nfiguration,DC=twsupport,DC=test

CN=msmg-Send,CN=Extended-Rights,CN=Configuration,

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



DC=twsupport,DC=test

CN=msmg-Peek,CN=Extended-Rights,CN=Configuration, Never
DC=twsupport,DC=test

CN=msmg-Receive,CN=Extended-Rights,CN=Configurati Never
on,DC=twsupport,DC=test

CN=msmg-Peek-computer-Journal, CN=Extended-Rights, Never
CN=Configuration,DC=twsupport,DC=test

CN=msmg-Receive-computer-Journal, CN=Extended-Rig Never
hts,CN=Configuration,DC=twsupport,DC=test

CN=msmg-Peek-Dead-Letter, CN=Extended-Rights,CN=  Never
Configuration,DC=twsupport,DC=test

CN=msmg-Receive-Dead-Letter, CN=Extended-Rights,C Never
N=Configuration,DC=twsupport,DC=test

CN=Public-Information,CN=Extended-Rights,CN=Configu Never
ration,DC=twsupport,DC=test

CN=Change-Domain-Master,CN=Extended-Rights,CN=C Never
onfiguration,DC=twsupport,DC=test

CN=Add-GUID,CN=Extended-Rights,CN=Configuration,D Never
C=twsupport,DC=test

CN=Change-PDC,CN=Extended-Rights,CN=Configuratio Never
n,DC=twsupport,DC=test

CN=Allocate-Rids,CN=Extended-Rights,CN=Configuratio Never
n,DC=twsupport,DC=test

CN=Recalculate-Hierarchy,CN=Extended-Rights,CN=Co Never
nfiguration,DC=twsupport,DC=test

Rule: Configuration: Lost and Found Last Element Change: Never

Element Last Change

CN=LostAndFoundConfig,CN=Configuration,DC=twsupp Never
ort,DC=test

CN=LostAndFoundConfig,CN=Configuration,DC=<domai Never
n component>,DC=<domain component>

Rule: Configuration: Public Key Services Last Element Change: May 19, 2006 9:46:34 AM
Element Last Change
CN=MachineEnrolimentAgent,CN=Certificate Tem Never

plates,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=EnrollmentAgentOffline,CN=Certificate Tem Never
plates,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=

test

CN=EnrollmentAgent,CN=Certificate Tem Never
plates,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=

test

CN=CTLSigning,CN=Certificate Templates,CN=Public Never
Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=

test



CN=CodeSigning,CN=Certificate Templates,CN=Public
Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=EFSRecovery,CN=Certificate Templates,CN=Public
Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=Administrator,CN=Certificate Templates,CN=Public
Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=EFS,CN=Certificate Templates,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=SmartcardLogon,CN=Certificate Tem
plates,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=ClientAuth,CN=Certificate Templates,CN=Public Key
Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=SmartcardUser,CN=Certificate Templates,CN=Public
Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=UserSignature,CN=Certificate Templates,CN=Public
Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=User,CN=Certificate Templates,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=timmah,CN=AIA,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=Enrollment Services,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=<domain com
ponent>,DC=<domain component>

CN=Certification Authorities,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=<domain com
ponent>,DC=<domain component>

CN=Certificate Templates,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=<domain com
ponent>,DC=<domain component>

CN=CDP,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=<domain com
ponent>,DC=<domain component>

CN=AIA,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=<domain com
ponent>,DC=<domain component>

CN=NTAuthCertificates,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=timmah,CN=Enrollment Services,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



CN=timmah,CN=Certification Authorities,CN=Public Key
Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=RASAnNdIASServer,CN=Certificate Tem
plates,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=Workstation,CN=Certificate Templates,CN=Public
Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=DirectoryEmailReplication,CN=Certificate Tem
plates,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=DomainControllerAuthentication,CN=Certificate Tem
plates,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=KeyRecoveryAgent,CN=Certificate Tem
plates,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=CAExchange,CN=Certificate Templates,CN=Public
Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=CrossCA,CN=Certificate Templates,CN=Public Key
Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=ExchangeUserSignature,CN=Certificate Tem
plates,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=ExchangeUser,CN=Certificate Templates,CN=Public
Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=CEPEncryption,CN=Certificate Templates,CN=Public
Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=OfflineRouter,CN=Certificate Templates,CN=Public
Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=IPSECIntermediateOffline,CN=Certificate Tem
plates,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=IPSECIntermediateOnline,CN=Certificate Tem
plates,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=SubCA,CN=Certificate Templates,CN=Public Key
Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



CN=CA,CN=Certificate Templates,CN=Public Key Ser Never
vices,CN=Services,CN=Configuration,DC=twsupport,DC=
test

CN=WebServer,CN=Certificate Templates,CN=Public Never
Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=

test

CN=DomainController,CN=Certificate Tem Never
plates,CN=Public Key Ser
vices,CN=Services,CN=Configuration,DC=twsupport,DC=

test

CN=Machine,CN=Certificate Templates,CN=Public Key = Never
Ser

vices,CN=Services,CN=Configuration,DC=twsupport,DC=

test

Rule: Configuration: RRAS Services Last Element Change: Never

Element Last Change

CN=IdentityDictionary, CN=RRAS,CN=Services,CN=Confi Never
guration,DC=twsupport,DC=test

CN=RRAS,CN=Services,CN=Configuration,DC=<domain Never
component>,DC=<domain component>

Rule: Configuration: Site Server Last Element Change: Never
Element Last Change
CN=Sites,CN=Configuration,DC=<domain compon Never

ent>,DC=<domain component>

CN=TIMMAH,CN=Servers,CN=Default-First-Site-Name,C Never
N=Sites,CN=Configuration,DC=twsupport,DC=test

Rule: Configuration: Sites Last Element Change: Never

Element Last Change

CN=Default-First-Site-Name,CN=Sites, CN=Configuration, Never
DC=twsupport,DC=test

CN=Sites,CN=Configuration,DC=<domain compon Never
ent>,DC=<domain component>

Rule: Root DSE Last Element Change: Never
Element Last Change
RootDSE Never

Rule: Schema: Attributes Last Element Change: Never

Element Last Change

CN=Schema,CN=Configuration,DC=<domain compon Never
ent>,DC=<domain component>

CN=Title,CN=Schema,CN=Configuration,DC=twsupport, Never
DC=test

CN=0Operating-System-Hotfix, CN=Schema,CN=Configura Never
tion,DC=twsupport,DC=test



CN=ms-DS-Replication-Notify-First-DSA-Delay,CN=Sche
ma,CN=Configuration,DC=twsupport,DC=test

CN=FRS-DS-Poll,CN=Schema,CN=Configuration,DC=tw
support,DC=test

CN=Time-Vol-Change,CN=Schema,CN=Configuration,D
C=twsupport,DC=test

CN=0Operating-System,CN=Schema,CN=Configuration,D
C=twsupport,DC=test

CN=MS-DS-Replicates-NC-Reason,CN=Schema,CN=Co
nfiguration,DC=twsupport,DC=test

CN=FRS-Directory-Filter, CN=Schema,CN=Configuration,
DC=twsupport,DC=test

CN=Time-Refresh,CN=Schema,CN=Configuration,DC=tw
support,DC=test

CN=OMT-Indx-Guid,CN=Schema,CN=Configuration,DC=
twsupport,DC=test

CN=ms-DS-Repl-Value-Meta-Data,CN=Schema,CN=Con
figuration,DC=twsupport,DC=test

CN=FRS-Control-Outbound-Backlog,CN=Schema,CN=C
onfiguration,DC=twsupport,DC=test

CN=Text-Encoded-OR-Address,CN=Schema,CN=Config
uration,DC=twsupport,DC=test

CN=OMT-Guid,CN=Schema,CN=Configuration,DC=twsu
pport,DC=test

CN=ms-DS-Repl-Attribute-Meta-Data,CN=Schema,CN=C
onfiguration,DC=twsupport,DC=test

CN=FRS-Control-Inbound-Backlog,CN=Schema,CN=Con
figuration,DC=twsupport,DC=test

CN=Text-Country,CN=Schema,CN=Configuration,DC=tw
support,DC=test

CN=0OM-Syntax,CN=Schema,CN=Configuration,DC=twsu
pport,DC=test

CN=ms-DS-Preferred-GC-Site, CN=Schema,CN=Configur
ation,DC=twsupport,DC=test

CN=FRS-Control-Data-Creation,CN=Schema,CN=Config
uration,DC=twsupport,DC=test

CN=Terminal-Server,CN=Schema,CN=Configuration,DC
=twsupport,DC=test

CN=0OM-Object-Class,CN=Schema,CN=Configuration,DC
=twsupport,DC=test

CN=MS-DS-Per-User-Trust-Tombstones-Quota,CN=Sche
ma,CN=Configuration,DC=twsupport,DC=test

CN=Frs-Computer-Reference-BL,CN=Schema,CN=Confi
guration,DC=twsupport,DC=test

CN=Template-Roots,CN=Schema,CN=Configuration,DC=
twsupport,DC=test

CN=OEM-Information,CN=Schema,CN=Configuration,DC
=twsupport,DC=test

CN=MS-DS-Per-User-Trust-Quota,CN=Schema,CN=Conf

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



iguration,DC=twsupport,DC=test

CN=Frs-Computer-Reference,CN=Schema,CN=Configur
ation,DC=twsupport,DC=test

CN=Telex-Primary,CN=Schema,CN=Configuration,DC=t
wsupport,DC=test

CN=0Object-Version,CN=Schema,CN=Configuration,DC=t
wsupport,DC=test

CN=ms-DS-Non-Security-Group-Extra-Classes,CN=Sche
ma,CN=Configuration,DC=twsupport,DC=test

CN=From-Server,CN=Schema,CN=Configuration,DC=tws
upport,DC=test

CN=Telex-Number,CN=Schema,CN=Configuration,DC=t
wsupport,DC=test

CN=0bject-Sid,CN=Schema,CN=Configuration,DC=twsu
pport,DC=test

CN=ms-DS-NC-Replica-Locations,CN=Schema,CN=Conf
iguration,DC=twsupport,DC=test

CN=From-Entry,CN=Schema,CN=Configuration,DC=twsu
pport,DC=test

CN=Teletex-Terminal-ldentifier, CN=Schema,CN=Configu
ration,DC=twsupport,DC=test

CN=0bject-Guid,CN=Schema,CN=Configuration,DC=tws
upport,DC=test

CN=ms-DS-NC-Repl-Outbound-Neighbors,CN=Schema,
CN=Configuration,DC=twsupport,DC=test

CN=Friendly-Names,CN=Schema,CN=Configuration,DC=
twsupport,DC=test

CN=Telephone-Number,CN=Schema,CN=Configuration,
DC=twsupport,DC=test

CN=0bject-Count,CN=Schema,CN=Configuration,DC=tw
support,DC=test

CN=ms-DS-NC-Repl-Inbound-Neighbors,CN=Schema,C
N=Configuration,DC=twsupport,DC=test

CN=Foreign-ldentifier, CN=Schema,CN=Configuration,DC
=twsupport,DC=test

CN=System-Poss-Superiors,CN=Schema,CN=Configurati
on,DC=twsupport,DC=test

CN=0Object-Classes,CN=Schema,CN=Configuration,DC=t
wsupport,DC=test

CN=ms-DS-NC-Repl-Cursors,CN=Schema,CN=Configur
ation,DC=twsupport,DC=test

CN=Force-Logoff, CN=Schema,CN=Configuration,DC=tw
support,DC=test

CN=System-Only,CN=Schema,CN=Configuration,DC=tw
support,DC=test

CN=0bject-Class-Category,CN=Schema,CN=Configurati
on,DC=twsupport,DC=test

CN=ms-DS-Quota-Used,CN=Schema,CN=Configuration,
DC=twsupport,DC=test

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



CN=Flat-Name,CN=Schema,CN=Configuration,DC=twsu
pport,DC=test

CN=System-Must-Contain,CN=Schema,CN=Configuratio
n,DC=twsupport,DC=test

CN=0Object-Class,CN=Schema,CN=Configuration,DC=tw
support,DC=test

CN=ms-DS-Quota-Trustee,CN=Schema,CN=Configuratio
n,DC=twsupport,DC=test

CN=Flags,CN=Schema,CN=Configuration,DC=twsupport,
DC=test

CN=System-May-Contain,CN=Schema,CN=Configuration
,DC=twsupport,DC=test

CN=0Object-Category,CN=Schema,CN=Configuration,DC
=twsupport,DC=test

CN=ms-DS-Quota-Effective,CN=Schema,CN=Configurati
on,DC=twsupport,DC=test

CN=File-Ext-Priority, CN=Schema,CN=Configuration,DC=t
wsupport,DC=test

CN=System-Flags,CN=Schema,CN=Configuration,DC=tw
support,DC=test

CN=0bj-Dist-Name,CN=Schema,CN=Configuration,DC=t
wsupport,DC=test

CN=ms-DS-Quota-Amount,CN=Schema,CN=Configuratio
n,DC=twsupport,DC=test

CN=Facsimile-Telephone-Number,CN=Schema,CN=Conf
iguration,DC=twsupport,DC=test

CN=System-Auxiliary-Class,CN=Schema,CN=Configurati
on,DC=twsupport,DC=test

CN=NT-Security-Descriptor, CN=Schema,CN=Configurati
on,DC=twsupport,DC=test

CN=ms-DS-Other-Settings,CN=Schema,CN=Configuratio
n,DC=twsupport,DC=test

CN=Extra-Columns,CN=Schema,CN=Configuration,DC=t
wsupport,DC=test

CN=Sync-With-SID,CN=Schema,CN=Configuration,DC=t
wsupport,DC=test

CN=Nt-Pwd-History, CN=Schema,CN=Configuration,DC=t
wsupport,DC=test

CN=ms-DS-Operations-For-Az-Task-BL,CN=Schema,CN
=Configuration,DC=twsupport,DC=test

CN=Extension-Name,CN=Schema,CN=Configuration,DC
=twsupport,DC=test

CN=Sync-With-Object,CN=Schema,CN=Configuration,D
C=twsupport,DC=test

CN=NT-Mixed-Domain,CN=Schema,CN=Configuration,D
C=twsupport,DC=test

CN=ms-DS-Operations-For-Az-Task,CN=Schema,CN=C
onfiguration,DC=twsupport,DC=test

CN=Extended-Class-Info,CN=Schema,CN=Configuration,

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never
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Never

Never

Never

Never

Never

Never

Never

Never



DC=twsupport,DC=test

CN=Sync-Membership,CN=Schema,CN=Configuration,D Never
C=twsupport,DC=test

CN=NT-Group-Members,CN=Schema,CN=Configuration, Never
DC=twsupport,DC=test

CN=ms-DS-Operations-For-Az-Role-BL,CN=Schema,CN Never
=Configuration,DC=twsupport,DC=test

CN=Extended-Chars-Allowed,CN=Schema,CN=Configur Never
ation,DC=twsupport,DC=test

CN=Sync-Attributes,CN=Schema,CN=Configuration,DC=t Never
wsupport,DC=test

CN=Notification-List, CN=Schema,CN=Configuration,DC=t Never
wsupport,DC=test

CN=ms-DS-Operations-For-Az-Role,CN=Schema,CN=Co Never
nfiguration,DC=twsupport,DC=test

CN=Extended-Attribute-Info,CN=Schema,CN=Configurati Never
on,DC=twsupport,DC=test

CN=Surname,CN=Schema,CN=Configuration,DC=twsup Never
port,DC=test

CN=Non-Security-Member-BL,CN=Schema,CN=Configur Never
ation,DC=twsupport,DC=test

CN=ms-DS-Object-Reference-BL,CN=Schema,CN=Confi Never
guration,DC=twsupport,DC=test

CN=Entry-TTL,CN=Schema,CN=Configuration,DC=twsup Never
port,DC=test

CN=Supported-Application-Context, CN=Schema,CN=Co Never
nfiguration,DC=twsupport,DC=test

CN=Non-Security-Member,CN=Schema,CN=Configuratio Never
n,DC=twsupport,DC=test

CN=ms-DS-Object-Reference,CN=Schema,CN=Configur Never
ation,DC=twsupport,DC=test

CN=Enrollment-Providers,CN=Schema,CN=Configuration Never
,DC=twsupport,DC=test

CN=Supplemental-Credentials, CN=Schema,CN=Configur Never
ation,DC=twsupport,DC=test

CN=Next-Rid,CN=Schema,CN=Configuration,DC=twsupp Never
ort,DC=test

CN=MS-DS-Machine-Account-Quota,CN=Schema,CN=C Never
onfiguration,DC=twsupport,DC=test

CN=Enabled-Connection,CN=Schema,CN=Configuration, Never
DC=twsupport,DC=test

CN=Superior-DNS-Root,CN=Schema,CN=Configuration, Never
DC=twsupport,DC=test

CN=Next-Level-Store, CN=Schema,CN=Configuration,DC Never
=twsupport,DC=test

CN=ms-DS-Top-Quota-Usage,CN=Schema,CN=Configur Never
ation,DC=twsupport,DC=test

Rule: Schema: Classes Last Element Change: Never




Element Last Change

CN=MS-SQL-OLAPDatabase,CN=Schema,CN=Configur Never
ation,DC=twsupport,DC=test

CN=MS-SQL-SQLDatabase,CN=Schema,CN=Configurati Never
on,DC=twsupport,DC=test

CN=MS-SQL-SQLPublication,CN=Schema,CN=Configur Never
ation,DC=twsupport,DC=test

CN=MS-SQL-SQLRepository,CN=Schema,CN=Configura Never
tion,DC=twsupport,DC=test

CN=MS-SQL-OLAPServer,CN=Schema,CN=Configuratio Never
n,DC=twsupport,DC=test

CN=MS-SQL-SQLServer,CN=Schema,CN=Configuration, Never
DC=twsupport,DC=test

CN=ms-PKI-Key-Recovery-Agent,CN=Schema,CN=Confi Never
guration,DC=twsupport,DC=test

CN=ms-PKI-Enterprise-Oid,CN=Schema,CN=Configurati Never
on,DC=twsupport,DC=test

CN=ms-ieee-80211-Policy,CN=Schema,CN=Configuratio Never
n,DC=twsupport,DC=test

CN=ms-Exch-Configuration-Container, CN=Schema,CN= Never
Configuration,DC=twsupport,DC=test

CN=ms-DS-Quota-Control, CN=Schema,CN=Configuratio Never
n,DC=twsupport,DC=test

CN=ms-DS-Quota-Container, CN=Schema,CN=Configura Never
tion,DC=twsupport,DC=test

CN=ms-DS-Az-Task,CN=Schema,CN=Configuration,DC= Never
twsupport,DC=test

CN=ms-DS-Az-Scope,CN=Schema,CN=Configuration,D Never
C=twsupport,DC=test

CN=ms-DS-Az-Role,CN=Schema,CN=Configuration,DC= Never
twsupport,DC=test

CN=ms-DS-Az-Operation,CN=Schema,CN=Configuration Never
,DC=twsupport,DC=test

CN=ms-DS-Az-Application,CN=Schema,CN=Configuratio Never
n,DC=twsupport,DC=test

CN=ms-DS-Az-Admin-Manager,CN=Schema,CN=Config Never
uration,DC=twsupport,DC=test

CN=ms-DS-App-Data,CN=Schema,CN=Configuration,DC Never
=twsupport,DC=test

CN=ms-DS-App-Configuration,CN=Schema,CN=Configur Never
ation,DC=twsupport,DC=test

CN=ms-COM-PartitionSet, CN=Schema,CN=Configuratio Never
n,DC=twsupport,DC=test

CN=ms-COM-Partition,CN=Schema,CN=Configuration,D Never
C=twsupport,DC=test

CN=Meeting,CN=Schema,CN=Configuration,DC=twsupp Never
ort,DC=test

CN=Mail-Recipient, CN=Schema,CN=Configuration,DC=t Never
wsupport,DC=test



CN=Lost-And-Found,CN=Schema,CN=Configuration,DC
=twsupport,DC=test

CN=Locality,CN=Schema,CN=Configuration,DC=twsuppo
rt,DC=test

CN=Link-Track-Volume-Table,CN=Schema,CN=Configur
ation,DC=twsupport,DC=test

CN=Link-Track-Vol-Entry, CN=Schema,CN=Configuration,
DC=twsupport,DC=test

CN=Link-Track-OMT-Entry,CN=Schema,CN=Configuratio
n,DC=twsupport,DC=test

CN-=Link-Track-Object-Move-Table,CN=Schema,CN=Con
figuration,DC=twsupport,DC=test

CN-=Licensing-Site-Settings,CN=Schema,CN=Configurati
on,DC=twsupport,DC=test

CN=Leaf,CN=Schema,CN=Configuration,DC=twsupport,
DC=test

CN=Ipsec-Policy,CN=Schema,CN=Configuration,DC=tws
upport,DC=test

CN=Ipsec-NFA,CN=Schema,CN=Configuration,DC=twsu
pport,DC=test

CN=lpsec-Negotiation-Policy, CN=Schema,CN=Configura
tion,DC=twsupport,DC=test

CN=lpsec-ISAKMP-Policy, CN=Schema,CN=Configuratio
n,DC=twsupport,DC=test

CN=lpsec-Filter, CN=Schema,CN=Configuration,DC=twsu
pport,DC=test

CN=lpsec-Base,CN=Schema,CN=Configuration,DC=twsu
pport,DC=test

CN=lInter-Site-Transport-Container,CN=Schema,CN=Con
figuration,DC=twsupport,DC=test

CN=lInter-Site-Transport, CN=Schema,CN=Configuration,
DC=twsupport,DC=test

CN=Volume,CN=Schema,CN=Configuration,DC=twsuppo
rt,DC=test

CN=lIntellimirror-SCP,CN=Schema,CN=Configuration,DC
=twsupport,DC=test

CN=User,CN=Schema,CN=Configuration,DC=twsupport,
DC-=test

CN=lIntellimirror-Group,CN=Schema,CN=Configuration,D
C=twsupport,DC=test

CN=Type-Library,CN=Schema,CN=Configuration,DC=tws
upport,DC=test

CN=lInfrastructure-Update,CN=Schema,CN=Configuratio
n,DC=twsupport,DC=test

CN=Trusted-Domain,CN=Schema,CN=Configuration,DC
=twsupport,DC=test

CN-=inetOrgPerson,CN=Schema,CN=Configuration,DC=t
wsupport,DC=test

CN=Top,CN=Schema,CN=Configuration,DC=twsupport,D

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



C=test

CN=Index-Server-Catalog,CN=Schema,CN=Configuratio
n,DC=twsupport,DC=test

CN=Group-Policy-Container,CN=Schema,CN=Configurati
on,DC=twsupport,DC=test

CN=Subnet-Container,CN=Schema,CN=Configuration,D
C=twsupport,DC=test

CN=groupOfUniqgueNames,CN=Schema,CN=Configuratio
n,DC=twsupport,DC=test

CN=Subnet,CN=Schema,CN=Configuration,DC=twsuppo
rt, DC=test

CN=Group-Of-Names,CN=Schema,CN=Configuration,DC
=twsupport,DC=test

CN=Storage,CN=Schema,CN=Configuration,DC=twsupp
ort,DC=test

CN=Group,CN=Schema,CN=Configuration,DC=twsupport
,DC=test

CN=Sites-Container,CN=Schema,CN=Configuration,DC=
twsupport,DC=test

CN=FT-Dfs,CN=Schema,CN=Configuration,DC=twsuppor
t,DC=test

CN=Site-Link-Bridge,CN=Schema,CN=Configuration,DC=
twsupport,DC=test

CN=friendlyCountry,CN=Schema,CN=Configuration,DC=t
wsupport,DC=test

CN=Site-Link,CN=Schema,CN=Configuration,DC=twsupp
ort,DC=test

CN=Foreign-Security-Principal, CN=Schema,CN=Configur
ation,DC=twsupport,DC=test

CN=Site,CN=Schema,CN=Configuration,DC=twsupport,D
C=test

CN-=File-Link-Tracking-Entry, CN=Schema,CN=Configurat
ion,DC=twsupport,DC=test

CN=simpleSecurityObject, CN=Schema,CN=Configuration
,DC=twsupport,DC=test

CN=File-Link-Tracking,CN=Schema,CN=Configuration,D
C=twsupport,DC=test

CN=Service-Instance,CN=Schema,CN=Configuration,DC
=twsupport,DC=test

CN=Dynamic-Object,CN=Schema,CN=Configuration,DC=
twsupport,DC=test

CN=Service-Connection-Point, CN=Schema,CN=Configur
ation,DC=twsupport,DC=test

CN=DSA,CN=Schema,CN=Configuration,DC=twsupport,
DC-=test

CN=Service-Class,CN=Schema,CN=Configuration,DC=t
wsupport,DC=test

CN=DS-UI-Settings,CN=Schema,CN=Configuration,DC=t
wsupport,DC=test

Never

Never

Never

Never

Never

Never

Never
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Never
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Never



CN=Service-Administration-Point, CN=Schema,CN=Confi
guration,DC=twsupport,DC=test

CN=domainRelatedObject, CN=Schema,CN=Configuratio
n,DC=twsupport,DC=test

CN=Servers-Container,CN=Schema,CN=Configuration,D
C=twsupport,DC=test

CN=Domain-Policy,CN=Schema,CN=Configuration,DC=t
wsupport,DC=test

CN=Server,CN=Schema,CN=Configuration,DC=twsuppor
t,DC=test

CN=Security-Principal, CN=Schema,CN=Configuration,D
C=twsupport,DC=test

CN=Domain-DNS,CN=Schema,CN=Configuration,DC=tw
support,DC=test

CN=Domain,CN=Schema,CN=Configuration,DC=twsupp
ort,DC=test

CN=Security-Object,CN=Schema,CN=Configuration,DC=t
wsupport,DC=test

CN=documentSeries,CN=Schema,CN=Configuration,DC
=twsupport,DC=test

CN=Secret,CN=Schema,CN=Configuration,DC=twsuppor
t,DC=test

CN=document,CN=Schema,CN=Configuration,DC=twsup
port,DC=test

CN=Sam-Server,CN=Schema,CN=Configuration,DC=tws
upport,DC=test

CN=Dns-Zone,CN=Schema,CN=Configuration,DC=twsup
port,DC=test

CN=Sam-Domain-Base,CN=Schema,CN=Configuration,
DC=twsupport,DC=test

CN=Dns-Node,CN=Schema,CN=Configuration,DC=twsup
port,DC=test

CN=Sam-Domain,CN=Schema,CN=Configuration,DC=tw
support,DC=test

CN=Display-Template, CN=Schema,CN=Configuration,D
C=twsupport,DC=test

CN=RRAS-Administration-Dictionary,CN=Schema,CN=C
onfiguration,DC=twsupport,DC=test

CN=Display-Specifier, CN=Schema,CN=Configuration,DC
=twsupport,DC=test

CN=RRAS-Administration-Connection-Point, CN=Schema
,CN=Configuration,DC=twsupport,DC=test

CN=DHCP-Class,CN=Schema,CN=Configuration,DC=tw
support,DC=test

CN-=rpc-Server-Element,CN=Schema,CN=Configuration,
DC=twsupport,DC=test

CN=Dfs-Configuration,CN=Schema,CN=Configuration,D
C=twsupport,DC=test

CN=rpc-Server,CN=Schema,CN=Configuration,DC=twsu

Never

Never

Never
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pport,DC=test

CN=Device,CN=Schema,CN=Configuration,DC=twsuppor Never
t,DC=test

CN=rpc-Profile-Element,CN=Schema,CN=Configuration, Never
DC=twsupport,DC=test

Rule: System: IP Security Last Element Change: Never

Element Last Change

CN-=ipsecPolicy{72385230-70FA-11D1-864C-14A300000 Never
000},CN=IP Security,CN=System,DC=twsupport,DC=test

CN=ipsecNegotiationPolicy{72385233-70FA-11D1-864C- Never
14A300000000},CN=IP Secur
ity, CN=System,DC=twsupport,DC=test

CN=ipsecNFA{6A1F5C6F-72B7-11D2-ACF0-0060BOEC Never
CA17},CN=IP Secur
ity, CN=System,DC=twsupport,DC=test

CN=ipsecNegotiationPolicy{59319BF0-5EE3-11D2-ACE8 Never
-0060BOECCAL17},CN=IP Secur
ity, CN=System,DC=twsupport,DC=test

CN=ipsecNegotiationPolicy{7238523F-70FA-11D1-864C- Never
14A300000000},CN=IP Secur
ity, CN=System,DC=twsupport,DC=test

CN=ipsecNFA{594272FD-071D-11D3-AD22-0060BOECC Never
A17},CN=IP Security, CN=System,DC=twsupport,DC=test

CN=ipsecNFA{59319BF3-5EE3-11D2-ACE8-0060BOECC Never
A17},CN=IP Security, CN=System,DC=twsupport,DC=test

CN=ipsecNFA{7238523E-70FA-11D1-864C-14A3000000 Never
00},CN=IP Security,CN=System,DC=twsupport,DC=test

CN=ipsecISAKMPPolicy{7238523D-70FA-11D1-864C-14 Never
A300000000},CN=IP Secur
ity, CN=System,DC=twsupport,DC=test

CN-=ipsecPolicy{7238523C-70FA-11D1-864C-14A300000 Never
000},CN=IP Security,CN=System,DC=twsupport,DC=test

CN=ipsecNegotiationPolicy{59319C01-5EE3-11D2-ACE8 Never
-0060BOECCAL17},CN=IP Secur
ity, CN=System,DC=twsupport,DC=test

CN=ipsecNFA{59319C04-5EE3-11D2-ACE8-0060BOECC Never
A17},CN=IP Security, CN=System,DC=twsupport,DC=test

CN=ipsecISAKMPPolicy{72385237-70FA-11D1-864C-14 Never
A300000000},CN=IP Secur
ity, CN=System,DC=twsupport,DC=test

CN-=ipsecPolicy{72385236-70FA-11D1-864C-14A300000 Never
000},CN=IP Security,CN=System,DC=twsupport,DC=test

CN-=ipsecFilter{72385235-70FA-11D1-864C-14A3000000 Never
00},CN=IP Security, CN=System,DC=twsupport,DC=test

CN=ipsecNegotiationPolicy{7238523B-70FA-11D1-864C- Never
14A300000000},CN=IP Secur
ity, CN=System,DC=twsupport,DC=test

CN=ipsecNegotiationPolicy{59319BDF-5EE3-11D2-ACE8 Never
-0060BOECCA17},CN=IP Secur
ity, CN=System,DC=twsupport,DC=test



CN=ipsecFilter{7238523A-70FA-11D1-864C-14A3000000 Never
00},CN=IP Security,CN=System,DC=twsupport,DC=test

CN=IP Security,CN=System,DC=<domain compon Never
ent>,DC=<domain component>

CN=ipsecNFA{594272E2-071D-11D3-AD22-0060BOECC Never
A17},CN=IP Security, CN=System,DC=twsupport,DC=test

CN=ipsecNFA{59319BE2-5EE3-11D2-ACE8-0060BOEC Never
CA17},CN=IP Secur
ity, CN=System,DC=twsupport,DC=test

CN=ipsecNFA{72385232-70FA-11D1-864C-14A3000000 Never
00},CN=IP Security,CN=System,DC=twsupport,DC=test

CN=ipsecISAKMPPolicy{72385231-70FA-11D1-864C-14 Never
A300000000},CN=IP Secur
ity, CN=System,DC=twsupport,DC=test

Node: 10.26.108.5:0racle

Rule: Auditing Configuration Parameters Last Element Change: Never
Element Last Change
Configuration Parameter=audit_sys_operations Never
Configuration Parameter=audit_trail Never
Configuration Parameter=audit_file_dest Never

Rule: Auditing Options Last Element Change: May 21, 2006 1:12:37 PM
Element Last Change
Query=PrivilegeAuditOptions Never
Query=StatementAuditOptions Never

Rule: Objects Owned by SYS Last Element Change: May 21, 2006 12:47:31 PM
Element Last Change
Sequence=SYS.AQ$_SCHEDULER$ JOBQTAB_N Never
Sequence=SYS.SCHEDULER$_INSTANCE_S Never
Sequence=SYS.SCHEDULER$ EVTSEQ Never

Sequence=SYS.AQ$_SCHEDULER$ EVENT_QTAB_N Never

Sequence=SYS.SCHEDULER$_OLDOIDS_S Never
Sequence=SYS.SCHEDULER$_JOBSUFFIX_S Never

Sequence=SYS.AQ$_KUPCS$DATAPUMP_QUETAB_N Never

Sequence=SYS.IDX_RB$JOBSEQ Never
Sequence=SYS.MV_RF$JOBSEQ Never
Sequence=SYS.GENERATORS$_S Never

Sequence=SYS.STREAMS$_APPLY_SPILL_TXNKEY_S Never
Sequence=SYS.FGR$_NAMES_S Never

Sequence=SYS.STREAMS$_RULE_NAME_S Never



Sequence=SYS.HS$ FDS_CLASS_S
Sequence=SYS.HS$ FDS_INST_S
Sequence=SYS.HS$_CLASS_CAPS_S
Sequence=SYS.HS$_INST_CAPS_S
Sequence=SYS.HS$ BASE_DD_S
Sequence=SYS.HS$ CLASS DD_S
Sequence=SYS.HS$ INST_DD_S
Sequence=SYS.HS$ _CLASS_INIT_S
Sequence=SYS.HS$_INST_INIT_S
Sequence=SYS.AQ$_AQ$ _MEM_MC_N
Sequence=SYS.ORA_PLAN_ID_SEQ$
Sequence=SYS.INVALIDATION_REG_ID$
Sequence=SYS.WRI$_ALERT_SEQUENCE

Sequence=SYS.AQ$_ALERT_QT_N

Sequence=SYS.WRI$_ALERT THRSLOG_SEQUENCE

Sequence=SYS.WRI$_SQLSET_ID_SEQ
Sequence=SYS.WRI$_SQLSET_REF_ID_SEQ
Sequence=SYS.WRI$_SQLSET_STMT_ID_SEQ

Se

quence=SYS.AQ$_SYS$SERVICE_METRICS_TAB_N

Sequence=SYS.JAVASPOLICY$SEQUENCES
Sequence=SYS.JAVASPREFS$SEQ$
Sequence=SYS.EXPRESS_S$
Sequence=SYS.AWMD_S$
Sequence=SYS.AWCREATE_S$
Sequence=SYS.AWCREATE10G_S$
Sequence=SYS.AWXML_S$
Sequence=SYS.AWREPORT_S$
Sequence=SYS.OLAPI_HISTORY_SEQ
Sequence=SYS.UTL_RECOMP_SEQ
Procedure=SYS.SUBPTXT
Procedure=SYS.ODCIPREDINFODUMP
Procedure=SYS.ODCIINDEXALTEROPTIONDUMP
Procedure=SYS.LOGMNR_KRVRDLUID3
Procedure=SYS.DBMS_FEATURE_PLSQL_NATIVE
Procedure=SYS.NO_VM_DROP_PROC

Procedure=SYS.VALIDATE_OWM

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



Procedure=SYS.XOQ_VALIDATE
Procedure=SYS.SUBPTXT2
Procedure=SYS.ODCIENVDUMP

Procedure=SYS.LOGMNR_KRVRDREPDICT3

Procedure=SYS.DBMS_LOGMNR_FFVTOLOGMNRT

Procedure=SYS.AW_DROP_PROC

Proced
ure=SYS.DBMS_FEATURE_REGISTER_ALLHWM

Procedure=SYS.VALIDATE_EXF
Procedure=SYS.LOAD_UNDO_STAT
Procedure=SYS.DBMS_FEATURE_RAC
Procedure=SYS.DBMS_FEATURE_TEST _PROC_2

Proced
ure=SYS.DBMS_FEATURE_REGISTER_ALLFEAT

Procedure=SYS.XMLVALIDATE
Procedure=SYS.VALIDATE_CONTEXT
Procedure=SYS.SET_TABLESPACE
Procedure=SYS.ODCIINDEXCALLPROPERTYDUMP
Procedure=SYS.DBMS_LOGMNR_OCTOLOGMNRT
Procedure=SYS.VALIDATE_RUL
Procedure=SYS.APS_VALIDATE
Procedure=SYS.PSTUB
Procedure=SYS.ODCIINDEXINFOFLAGSDUMP
Procedure=SYS.ODCISTATSOPTIONSDUMP
Procedure=SYS.ODCITABFUNCINFODUMP
Procedure=SYS.LOGMNR_GTLO3
Procedure=SYS.NO_VM_CREATE_PROC
Procedure=SYS.ODCIQUERYINFODUMP
Procedure=SYS.DBMS_FEATURE_TEST _PROC 1
Procedure=SYS.ODCICOLINFODUMP
Procedure=SYS.RESET_UNDO_STAT
Procedure=SYS.DBMS_FEATURE_TEST_PROC_3
Procedure=SYS.DBMS_FEATURE_TEST_PROC 5
Procedure=SYS.VALIDATE_ORDIM
Procedure=SYS.OLAPIHANDSHAKE?2
Procedure=SYS.OLAPIHISTORYRETENTION
Procedure=SYS.VALIDATE_SDO

Procedure=SYS.PSTUBT

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



Procedure=SYS.ODCIINDEXINFODUMP Never
Procedure=SYS.LOGMNR_KRVRDA_TEST_APPLY Never

Procedure=SYS.DBMS_FEATURE_PARTITION_USER  Never

Proced Never
ure=SYS.DBMS_FEATURE_PARTITION_SYSTEM

Procedure=SYS.DBMS_FEATURE_TEST_PROC_4 Never
Procedure=SYS.NO_VM_ALTER_PROC Never
Procedure=SYS.VALIDATE_ODM Never
Package=SYS.UTL_INADDR Never
Package=SYS.UTL_GDK Never
Package=SYS.DBMS_LOCK Never
Package=SYS.DBMS_ALERT Never
Package=SYS.DBMS_ODCI Never
Package=SYS.DBMS_DDL_INTERNAL Never
Package=SYS.DBMS_SQLPLUS_SCRIPT Never
Package=SYS.DBMS_PSP Never

Rule: Roles and Permissions Last Element Change: Apr 25, 2006 1:14:52 PM
Query=SourcePrivileges Never
Query=PublicObjectPrivileges Never
Query=Policy Query Never

Rule: library rule Last Element Change: Never
Library=MDSYS.SDO_GEOR_LIZARDTECH_LIB Never
Library=ORDSYS.ORDIMLIBS Never
Library=SYS.DBMS_SUMADV_LIB Never

Node: finance.boston.2.win2k

Rule: 2K - Program Files Folder Last Element Change: May 19, 2006 9:47:07 AM
C:\Program Files\xerox Never
C:\Program Files\WIinRAR Never
C:\Program Files\WindowsUpdate Never
C:\Program Files\Windows NT Never
C:\Program Files\Windows Media Player Never

C:\Program Files\VMware Never



C:\Program Files\Uninstall Information
C:\Program Files\Tripwire

C:\Program Files\TGTSoft

C:\Program Files\TechSmith

C:\Program Files\Symantec_Client_Security
C:\Program Files\Symantec

C:\Program Files\SearchAssist
C:\Program Files\QuickTime

C:\Program Files\Outlook Express
C:\Program Files\Online Services
C:\Program Files\NetMeeting

C:\Program Files\Nero

C:\Program Files\MSN Messenger
C:\Program Files\MSN Gaming Zone
C:\Program Files\MSN

C:\Program Files\Movie Maker
C:\Program Files\Microsoft. NET
C:\Program Files\Microsoft Office
C:\Program Files\Microsoft IntelliPoint 5.5
C:\Program Files\Microsoft IntelliPoint
C:\Program Files\microsoft frontpage
C:\Program Files\Microsoft ActiveSync
C:\Program Files\Messenger

C:\Program Files\Lookout Software
C:\Program Files\K-Lite Codec Pack
C:\Program Files\Java

C:\Program Files\iTunes

C:\Program Files\iPod

C:\Program Files\Internet Explorer
C:\Program Files\InstallShield Installation Information
C:\Program Files\IDM Computer Solutions
C:\Program Files\Google

C:\Program Files\Executive Software
C:\Program Files\Desktop.ini

C:\Program Files\Dell

C:\Program Files\CyberLink

C:\Program Files\ComPlus Applications

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



C:\Program Files\Common Files Never

C:\Program Files\Broadcom Never
C:\Program Files\Bethesda Softworks Never
C:\Program Files\BAE Never
C:\Program Files\AvantGo Connect Never
C:\Program Files\ATI Technologies Never
C:\Program Files\Analog Devices Never
C:\Program Files\Adobe Never
C:\Program Files\activePDF Never

Rule: Common Directory Last Element Change: Never
C:\bea\weblogic81\common\templates Never
C:\bea\weblogic81\common\nodemanager Never
C:\bea\weblogic81\common\lib Never
C:\bea\weblogic81\common\html Never
C:\bea\weblogic81\common\help Never
C:\bea\weblogic81\common\bin Never
C:\bea\weblogic81\common Never

Rule: Integration Directory Last Element Change: Never
C:\bea\weblogic81\workshop Never
C:\bea\weblogic81\uninstall Never
C:\bea\weblogic81\server Never
C:\bea\weblogic81\integration\samples Never
C:\bea\weblogic81\integration\lib Never
C:\bea\weblogic81\integration\egs Never
C:\bea\weblogic81\integration\docs Never
C:\bea\weblogic81\integration\dbscripts Never
C:\bea\weblogic81\integration\bin Never
C:\bealintegration Never

Rule: Java SDK Directory Last Element Change: Never
C:\bea\jdk142_05 Never

Rule: Javelin Directory Last Element Change: Never




Element Last Change
C:\bea\weblogic81\javelin\lib Never
C:\bea\weblogic81\javelin\bin Never
C:\bea\weblogic81\javelin Never

Rule: Logs Directory Last Element Change: Never
Element Last Change
C:\bea\logs Never

Rule: Portal Directory Last Element Change: Never
Element Last Change
C:\bea\weblogic81\portal\bin Never
C:\bea\weblogic81\portal Never

Rule: Samples Directory Last Element Change: Never
Element Last Change
C:\bea\weblogic81\samples Never

Rule: Server Directory Last Element Change: Never
Element Last Change
C:\bea\weblogic81\server\lib Never
C:\bea\weblogic81\server\ext Never
C:\bea\weblogic81\server\builder Never
C:\bea\weblogic81\server\bin Never
C:\bea\weblogic81\server Never

Rule: Uninstall Directory Last Element Change: Never
Element Last Change
C:\bea\weblogic81\uninstall Never

Rule: Utils Directory Last Element Change: Never

Element Last Change

C:\beal\utils Never

Rule: WebLogic Home Directory Last Element Change: Never

Element Last Change

C:\bea Never

Rule: WebLogic JRockit SDK Last Element Change: Never

Element Last Change

C:\bea\jrockit81sp4_142_05 Never



Rule: Workshop Directory Last Element Change: Never

Element Last Change

C:\bea\weblogic81\workshop\upgrade Never
C:\bea\weblogic81\workshop\thirdparty Never
C:\bea\weblogic81\workshop\templates Never
C:\bea\weblogic81\workshop\lib Never
C:\bea\weblogic81\workshop\help Never
C:\bea\weblogic81\workshop\extensions Never
C:\beaweblogic81\workshop Never

Rule: ext_components Directory Last Element Change: Never
Element Last Change
C:\bea\ext_components Never

Rule: p13n Directory Last Element Change: Never
Element Last Change
C:\bea\weblogic81\p13n\lib Never
C:\bea\weblogic81\p13n\debug Never
C:\bea\weblogic81\p13n Never

Node: finance.houston.77.win2k3

Rule: XP - Class Keys Last Element Change: May 16, 2006 1:30:17 PM

Element Last Change

HKEY_CLASSES_ROOT\AppID\{C49F2185-50A7-11D3- Never
9144-00104BA11C5E}|ServiceParameters

HKEY_CLASSES_ROOT\AppID{C49F2185-50A7-11D3- Never
9144-00104BA11C5E}|LocalService

HKEY_CLASSES_ROOT\Interface\{00000504-0000-001 Never
0-8000-00AA006D2EA4NProxyStubClsid32|

HKEY_CLASSES_ROOT\AppID\{C49F2185-50A7-11D3- Never
9144-00104BA11C5E}|

HKEY_CLASSES_ROOT\AppID\{C49F2185-50A7-11D3- Never
9144-00104BA11C5E}

HKEY_CLASSES_ROOT\Interface\{00000504-0000-001 Never
0-8000-00AA006D2EA4\TypeLib

HKEY_CLASSES_ROOT\AppID\{BBO7BACD-CD56-4E6 Never
3-A8FF-CBF0355FB9F4}|DlISurrogate

HKEY_CLASSES_ROOT\AppID{BBO7BACD-CD56-4E6 Never
3-A8FF-CBF0355FB9F4}|

HKEY_CLASSES_ROOT\AppID\{BBO7BACD-CD56-4E6 Never
3-A8FF-CBF0355FB9F4}

HKEY_CLASSES_ROOT\AppID\{B8C54A54-355E-11D3- Never
83EB-00A0C92A2F2D}RunAs



HKEY_CLASSES_ROOT\AppID\{B8C54A54-355E-11D3-
83EB-00A0C92A2F2D}

HKEY_CLASSES_ROOT\AppID\{B1B9CBB2-B198-47E2
-8260-9FD629A2B2EC}|LaunchPermission

HKEY_CLASSES_ROOT\AppID\{B1B9CBB2-B198-47E2
-8260-9FD629A2B2EC}|LocalService

HKEY_CLASSES_ROOT\AppID\{B1B9CBB2-B198-47E2
-8260-9FD629A2B2EC}

HKEY_CLASSES_ROOT\AppID\{A1F4E726-8CF1-11D1-
BF92-0060081ED811}|AccessPermission

HKEY_CLASSES_ROOT\Interface\{00000151-0000-000
0-C000-000000000046}

HKEY_CLASSES_ROOT\AppID\{A1F4E726-8CF1-11D1-
BF92-0060081ED811}|LocalService

HKEY_CLASSES_ROOT\Interface\{00000151-0000-000
0-C000-000000000046\NumMethods|

HKEY_CLASSES_ROOT\AppID\{A1F4E726-8CF1-11D1-
BF92-0060081ED811}|

HKEY_CLASSES_ROOT\Interface\{00000151-0000-000
0-C000-000000000046}\Synchronousinterface

HKEY_CLASSES_ROOT\AppID\{A1F4E726-8CF1-11D1-
BF92-0060081ED811}

HKEY_CLASSES_ROOT\Interface\{00000151-0000-000
0-C000-000000000046}|

HKEY_CLASSES_ROOT\AppID{A1E75357-881A-419E-
83E2-BB16DB197C68}|AccessPermission

HKEY_CLASSES_ROOT\Interface\{00000190-0000-000
0-C000-000000000046}\ProxyStubClsid32

HKEY_CLASSES_ROOT\AppID{A1E75357-881A-419E-
83E2-BB16DB197C68}|LocalService

HKEY_CLASSES_ROOT\Interface\{00000190-0000-000
0-C000-000000000046}\ProxyStubClsid32|

HKEY_CLASSES_ROOT\AppID{A1E75357-881A-419E-
83E2-BB16DB197C68}|

HKEY_CLASSES_ROOT\AppID{A1E75357-881A-419E-
83E2-BB16DB197C68}

HKEY_CLASSES_ROOT\AppID\{AO082CF6-AFF5-11D2-
95E3-00C04F8E7A70}AuthenticationLevel

HKEY_CLASSES_ROOT\AppID\{A0082CF6-AFF5-11D2-
95E3-00C04F8E7AT70}|DlISurrogate

HKEY_CLASSES_ROOT\Interface\{00000192-0000-000
0-C000-000000000046}\ProxyStubClsid32

HKEY_CLASSES_ROOT\AppID\{AO082CF6-AFF5-11D2-
95E3-00C04F8E7AT0}|

HKEY_CLASSES_ROOT\Interface\{00000192-0000-000
0-C000-000000000046}\ProxyStubClsid32|

HKEY_CLASSES_ROOT\AppID\{A0O082CF6-AFF5-11D2-
95E3-00C04F8E7A70}

HKEY_CLASSES_ROOT\AppID\{995C996E-D918-4a8c-

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



A302-45719A6F4EAT7}RunAs

HKEY_CLASSES_ROOT\AppID\{995C996E-D918-4a8¢c-
A302-45719A6FAEAT}

HKEY_CLASSES_ROOT\AppID{8ECDF581-A4B0-4052-
A8E1-BC6653B59555}|DIISurrogate

HKEY_CLASSES_ROOT\AppID\{8ECDF581-A4B0-4052-
ABE1-BC6653B59555}|AuthenticationLevel

HKEY_CLASSES_ROOT\AppID\{8ECDF581-A4B0-4052-
ABE1-BC6653B59555}|AccessPermission

HKEY_CLASSES_ROOT\Interface\{000001A0-0000-000
0-C000-000000000046}

HKEY_CLASSES_ROOT\AppID{8ECDF581-A4B0-4052-
A8E1-BC6653B59555}|LaunchPermission

HKEY_CLASSES_ROOT\Interface\{000001A0-0000-000
0-C000-000000000046\NumMethods|

HKEY_CLASSES_ROOT\AppID\{8ECDF581-A4B0-4052-
ABE1-BC6653B59555}|

HKEY_CLASSES_ROOT\Interface\{000001A0-0000-000
0-C000-000000000046}\ProxyStubClsid32

HKEY_CLASSES_ROOT\AppIDW{8ECDF581-A4B0-4052-
ABE1-BC6653B59555}

HKEY_CLASSES_ROOT\AppID\{8E82AD01-D1A3-11D2
-9374-00C04F72DAFT7}|LocalService

HKEY_CLASSES_ROOT\AppID\{8E82AD01-D1A3-11D2
-9374-00C04F72DAFT7}|LocalServer32

HKEY_CLASSES_ROOT\AppID\{8E82AD01-D1A3-11D2
-9374-00C04F72DAFT7}|

HKEY_CLASSES_ROOT\Interface\{00000266-0000-001
0-8000-00AA006D2EA4}\ProxyStubClsid32|

HKEY_CLASSES_ROOT\AppID\{8E82AD01-D1A3-11D2
-9374-00C04F72DAFT}

HKEY_CLASSES_ROOT\Interface\{00000266-0000-001
0-8000-00AA006D2EA4NTypeLib

HKEY_CLASSES_ROOT\AppID{8BC3FO5E-D86B-11D0
-A075-00C04FB68820}|LaunchPermission

HKEY_CLASSES_ROOT\Interface\{00000266-0000-001
0-8000-00AA006D2EA4N\TypeLib|Version

HKEY_CLASSES_ROOT\AppID\{8BC3FO5E-D86B-11D0
-A075-00C04FB68820}|LocalService

HKEY_CLASSES_ROOT\AppID\{8BC3F05E-D86B-11D0
-A075-00C04FB68820}|

HKEY_CLASSES_ROOT\AppID\{8BC3F05E-D86B-11D0
-A075-00C04FB68820}

HKEY_CLASSES_ROOT\AppID\{89D5C4CB-8DB6-4B8
D-BBOF-FC3B91AC8FCA}|

HKEY_CLASSES_ROOT\AppID\{89D5C4CB-8DB6-4B8
D-BBOF-FC3B91AC8FCA}

HKEY_CLASSES_ROOT\Interface\{00000400-0000-001
0-8000-00AA006D2EA4NTypeLib]|

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



HKEY_CLASSES_ROOT\AppID\{84D586C4-A423-11D2-
B943-00C04F79D22F}|AccessPermission

HKEY_CLASSES_ROOT\Interface\{00000400-0000-001
0-8000-00AA006D2EA4}|

HKEY_CLASSES_ROOT\AppID\{84D586C4-A423-11D2-
B943-00C04F79D22F}|DlISurrogate

HKEY_CLASSES_ROOT\Interface\{00000500-0000-001
0-8000-00AA006D2EA4}

HKEY_CLASSES_ROOT\AppID\{84D586C4-A423-11D2-
B943-00C04F79D22F}|

HKEY_CLASSES_ROOT\AppID\{84D586C4-A423-11D2-
B943-00C04F79D22F}

HKEY_CLASSES_ROOT\AppID\{833E4001-AFF7-4AC3-
AAC2-9F24C1457BCE}|LocalService

HKEY_CLASSES_ROOT\Interface\{00000500-0000-001
0-8000-00AA006D2EA4N\TypeLib|Version

HKEY_CLASSES_ROOT\AppID\{833E4001-AFF7-4AC3-
AAC2-9F24C1457BCE}|LocalServer32

HKEY_CLASSES_ROOT\AppID\{833E4001-AFF7-4AC3-
AAC2-9F24C1457BCE}|

HKEY_CLASSES_ROOT\AppID\{833E4001-AFF7-4AC3-
AAC2-9F24C1457BCE}

HKEY_CLASSES_ROOT\AppID\{80EE4902-33A8-11d1-
A213-0080C88593A5}|LaunchPermission

HKEY_CLASSES_ROOT\AppID\{B0EE4902-33A8-11d1-
A213-0080C88593A5}|AccessPermission

HKEY_CLASSES_ROOT\AppID\{B0EE4902-33A8-11d1-
A213-0080C88593A5}|AuthenticationLevel

HKEY_CLASSES_ROOT\AppID\{80EE4902-33A8-11d1-
A213-0080C88593A5}|

HKEY_CLASSES_ROOT\AppID\{80EE4902-33A8-11d1-
A213-0080C88593A5}

HKEY_CLASSES_ROOT\Interface\{00000501-0000-001
0-8000-00AA006D2EA4}|

HKEY_CLASSES_ROOT\AppID\{80EE4901-33A8-11d1-
A213-0080C88593A5}|LaunchPermission

HKEY_CLASSES_ROOT\Interface\{00000503-0000-001
0-8000-00AA006D2EA4}

HKEY_CLASSES_ROOT\AppID\{80EE4901-33A8-11d1-
A213-0080C88593A5}|AccessPermission

HKEY_CLASSES_ROOT\AppID\{B0EE4901-33A8-11d1-
A213-0080C88593A5}|AuthenticationLevel

HKEY_CLASSES_ROOT\AppID\{80EE4901-33A8-11d1-
A213-0080C88593A5}|

HKEY_CLASSES_ROOT\Interface\{00000503-0000-001
0-8000-00AA006D2EA4}\ProxyStubClsid32|

HKEY_CLASSES_ROOT\AppID\{80EE4901-33A8-11d1-
A213-0080C88593A5}

HKEY_CLASSES_ROOT\Interface\{00000503-0000-001

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



0-8000-00AA006D2EA4NTypeLib

HKEY_CLASSES_ROOT\AppID\{800A4EE1-1664-4BD5- Never
ADF2-4DF2ECC09B40}|DlISurrogate

HKEY_CLASSES_ROOT\Interface\{00000503-0000-001 Never
0-8000-00AA006D2EA4NTypelLib|

HKEY_CLASSES_ROOT\AppID\{800A4EE1-1664-4BD5- Never
ADF2-4DF2ECC09B40}|AuthenticationLevel

HKEY_CLASSES_ROOT\Interface\{00000503-0000-001 Never
0-8000-00AA006D2EA4NTypeLib|Version

HKEY_CLASSES_ROOT\AppID\{800A4EE1-1664-4BD5- Never
ADF2-4DF2ECC09B40}|AccessPermission

HKEY_CLASSES_ROOT\Interface\{00000503-0000-001 Never
0-8000-00AA006D2EA4}|

HKEY_CLASSES_ROOT\AppID\{B00A4EE1-1664-4BD5- Never
ADF2-4DF2ECC09B40}|LaunchPermission

HKEY_CLASSES_ROOT\AppID\{800A4EE1-1664-4BD5- Never
ADF2-4DF2ECC09B40}|

HKEY_CLASSES_ROOT\AppID\{800A4EE1-1664-4BD5- Never
ADF2-4DF2ECC09B40}

HKEY_CLASSES_ROOT\AppID\{797EF3B3-127B-4283- Never
8096-1E8084BF67A6}|[RunAs

HKEY_CLASSES_ROOT\AppID\{797EF3B3-127B-4283- Never
8096-1E8084BF67AG}|

HKEY_CLASSES_ROOT\AppID\{797EF3B3-127B-4283- Never
8096-1E8084BF67A6}

HKEY_CLASSES_ROOT\AppID\{73E709EA-5D93-4B2E- Never
BBB0-99B7938DA9E4}|LaunchPermission

HKEY_CLASSES_ROOT\AppID\{73E709EA-5D93-4B2E- Never
BBB0-99B7938DA9E4}|

HKEY_CLASSES_ROOT\AppID\{73E709EA-5D93-4B2E- Never
BBB0-99B7938DA9E4}

HKEY_CLASSES_ROOT\AppID{6EBBFC6C-B721-4D10 Never
-9371-5D8E8C76D315}|ServiceParameters

Rule: XP - Critical Drivers Last Element Change: Never
C:\WINDOWS\system32\drivers\AGP440.SYS Never
C:\WINDOWS\system32\drivers\sfmsrv.sys Never
C:\WINDOWS\system32\drivers\sfmatalk.sys Never
C:\WINDOWS\system32\drivers\afd.sys Never
C:\WINDOWS\system32\drivers\el90xbc5.sys Never
C:\WINDOWS\system32\drivers\sfloppy.sys Never
C:\WINDOWS\system32\drivers\dxgthk.sys Never
C:\WINDOWS\system32\drivers\msfs.sys Never

C:\WINDOWS\system32\drivers\serial.sys Never



C:\WINDOWS\system32\drivers\serenum.sys
C:\WINDOWS\Driver Cache
C:\WINDOWS\system32\drivers\acpiec.sys
C:\WINDOWS\system32\drivers\secdrv.sys
C:\WINDOWS\system32\drivers\dxg.sys
C:\WINDOWS\system32\drivers\scsiport.sys
C:\WINDOWS\system32\drivers\mrxsmb.sys
C:\WINDOWS\system32\drivers\sacdrv.sys
C:\WINDOWS\system32\drivers\dxapi.sys
C:\WINDOWS\system32\drivers
C:\WINDOWS\system32\drivers\rootmdm.sys
C:\WINDOWS\system32\drivers\irenum.sys
C:\WINDOWS\system32\drivers\RMCast.sys
C:\WINDOWS\system32\drivers\riodrv.sys
C:\WINDOWS\system32\drivers\mrxdav.sys
C:\WINDOWS\system32\drivers\rio8drv.sys
C:\WINDOWS\system32\drivers\redbook.sys
C:\WINDOWS\system32\drivers\ipsec.sys
C:\WINDOWS\system32\drivers\mgac.sys
C:\WINDOWS\system32\drivers\dmio.sys
C:\WINDOWS\system32\drivers\rdpwd.sys
C:\WINDOWS\system32\drivers\mountmgr.sys
C:\WINDOWS\system32\drivers\ipnat.sys
C:\WINDOWS\system32\drivers\rdpdr.sys
C:\WINDOWS\system32\drivers\mouclass.sys
C:\WINDOWS\system32\drivers\rdbss.sys
C:\WINDOWS\system32\drivers\dmboot.sys
C:\WINDOWS\system32\drivers\rawwan.sys
C:\WINDOWS\system32\drivers\raspti.sys
C:\WINDOWS\system32\drivers\raspptp.sys
C:\WINDOWS\system32\drivers\raspppoe.sys
C:\WINDOWS\system32\drivers\intelide.sys
C:\WINDOWS\system32\drivers\ras|2tp.sys
C:\WINDOWS\system32\drivers\diskdump.sys
C:\WINDOWS\system32\drivers\ptilink.sys
C:\WINDOWS\system32\drivers\imapi.sys

C:\WINDOWS\system32\drivers\i8042prt.sys

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



C:\WINDOWS\system32\drivers\psched.sys
C:\WINDOWS\system32\drivers\processr.sys
C:\WINDOWS\system32\drivers\disk.sys
C:\WINDOWS\system32\drivers\pcmcia.sys
C:\WINDOWS\system32\drivers\disdn
C:\WINDOWS\system32\drivers\pciidex.sys
C:\WINDOWS\system32\drivers\pci.sys
C:\WINDOWS\system32\drivers\parvdm.sys
C:\WINDOWS\system32\drivers\partmgr.sys
C:\WINDOWS\system32\drivers\parport.sys
C:\WINDOWS\system32\drivers\p3.sys
C:\WINDOWS\system32\drivers\oprghdlr.sys
C:\WINDOWS\system32\drivers\nwrdr.sys
C:\WINDOWS\system32\drivers\dfs.sys
C:\WINDOWS\system32\drivers\rasacd.sys
C:\WINDOWS\system32\drivers\crusoe.sys
C:\WINDOWS\system32\drivers\http.sys
C:\WINDOWS\system32\drivers\hidparse.sys
C:\WINDOWS\system32\drivers\modem.sys
C:\WINDOWS\system32\drivers\crcdisk.sys
C:\WINDOWS\system32\drivers\rdpcdd.sys
C:\WINDOWS\system32\drivers\hidclass.sys
C:\WINDOWS\system32\drivers\gmreadme.txt
C:\WINDOWS\system32\drivers\cpqdap01.sys
C:\WINDOWS\system32\drivers\dmload.sys
C:\WINDOWS\system32\drivers\usbhub.sys
C:\WINDOWS\system32\drivers\acpi.sys
C:\WINDOWS\system32\drivers\ClusNet.sys
C:\WINDOWS\system32\drivers\rndismp.sys
C:\WINDOWS\system32\drivers\mnmdd.sys
C:\WINDOWS\system32\drivers\ClusDisk.sys
C:\WINDOWS\Driver Cache\i386\driver.cab
C:\WINDOWS\Driver Cache\i386
C:\WINDOWS\system32\drivers\nwinkspx.sys
C:\WINDOWS\system32\drivers\classpnp.sys
C:\WINDOWS\system32\drivers\ws2ifsl.sys

C:\WINDOWS\system32\drivers\nwinknb.sys

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



C:\WINDOWS\system32\drivers\wmilib.sys Never

C:\WINDOWS\system32\drivers\amdk6.sys Never
C:\WINDOWS\system32\drivers\wlbs.sys Never
C:\WINDOWS\system32\drivers\nwinkipx.sys Never
C:\WINDOWS\system32\drivers\cdfs.sys Never
C:\WINDOWS\system32\drivers\watchdog.sys Never
C:\WINDOWS\system32\drivers\smclib.sys Never
C:\WINDOWS\system32\drivers\null.sys Never
C:\WINDOWS\system32\drivers\wanarp.sys Never
C:\WINDOWS\system32\drivers\volsnap.sys Never
C:\WINDOWS\system32\drivers\gm.dls Never
C:\WINDOWS\system32\drivers\videoprt.sys Never
C:\WINDOWS\system32\drivers\cbidf2k.sys Never
C:\WINDOWS\system32\drivers\mf.sys Never
C:\WINDOWS\system32\drivers\mcd.sys Never
C:\WINDOWS\system32\drivers\ksecdd.sys Never
C:\WINDOWS\system32\drivers\ks.sys Never

Rule: XP - Critical Security Account Keys Last Element Change: May 16, 2006 1:25:46 PM

Element Last Change

HKEY_LOCAL_MACHINE\SAM\SAM\Domains\Account\A Never
liases\OOOO03EA|C

HKEY_LOCAL_MACHINE\SAM\SAM\Domains\Account\A Never
liases\OOOO0O3EA

HKEY_LOCAL_MACHINE\SAM\SAM\Domains\Account\A Never
liases\OOOO03E8|C

HKEY_LOCAL_MACHINE\SAM\SAM\Domains\Account\A Never
liases\OOOOO3ES8

HKEY_LOCAL_MACHINE\SAM\SAM\Domains\Account\A Never
liases

HKEY_LOCAL_MACHINE\SAM\SAM\Domains\Account  Never

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc Never
ount\Users\Names|

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc Never
ount\Users\Names\SUPPORT_388945a0|

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc Never
ount\Users\Names\SUPPORT _388945a0

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc Never
ount\Users\Names\Guest|

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc Never
ount\Users\Names\Guest

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc Never
ount\Users\Names\Administrator|



HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Users\Names\Administrator

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Users\Names

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Users\OOO003E9

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Users\000001F5

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Users\00O0001F4

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Users

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Groups|

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Groups\Names|

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Groups\Names\None|

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Groups\Names\None

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Groups\Names

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Groups\00000201

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Groups

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Aliases|

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Aliases\Names|

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Aliases\Names\TelnetClients|

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Aliases\Names\TelnetClients

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Aliases\Names\HelpServicesGroup|

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Aliases\Names\HelpServicesGroup

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Aliases\Names

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Aliases\Members|

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Aliases\Members\S-1-5-21-672561758-1536085456-
244726960|

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Aliases\Members\S-1-5-21-672561758-1536085456-
244726960\000003E9|

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Aliases\Members\S-1-5-21-672561758-1536085456-

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



244726960\000003E9
HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Aliases\Members\S-1-5-21-672561758-1536085456-
244726960

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Aliases\Members

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Aliases\OO0003EA|C

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Aliases\OOO003EA

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Aliases\O00003ES8|C

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Aliases\OO0003E8

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount\Aliases

HKEY_LOCAL_MACHINE\SECURITY\SAM\Domains\Acc
ount

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA|restrictanonymoussam

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA|restrictanonymous

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontro\LSA|nolmhash

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA|nodefaultadminowner

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA|Imcompatibilitylevel

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA|limitblankpassworduse

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontro\LSA|fullprivilegeauditing

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA|forceguest

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA|fipsalgorithmpolicy

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA|everyoneincludesanonymous

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA|disabledomaincreds

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA|crashonauditfail

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA|auditbaseobjects

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA|SecureBoot

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA|LsaPid

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



ontrol\LSA|Security Packages

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontro\LSA|Notification Packages

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA|Bounds

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA|Authentication Packages

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontro\LSA\SspiCache|Time

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontro\LSA\SspiCache\msnsspc.dll|Type

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA\SspiCache\msnsspc.dll|Time

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA\SspiCache\msnsspc.dll|TokenSize

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontro\LSA\SspiCache\msnsspc.dll|Version

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontro\LSA\SspiCache\msnsspc.dll|Rpcld

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA\SspiCache\msnsspc.dll|Capabilities

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA\SspiCache\msnsspc.dll|Comment

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontro\LSA\SspiCache\msnsspc.dll[Name

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA\SspiCache\msnsspc.dll

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA\SspiCache\msapsspc.dll| Type

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA\SspiCache\msapsspc.dll| Time

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontro\LSA\SspiCache\msapsspc.dll|TokenSize

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontro\LSA\SspiCache\msapsspc.dll|Version

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA\SspiCache\msapsspc.dll|Rpcld

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA\SspiCache\msapsspc.dll|Capabilities

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA\SspiCache\msapsspc.dll|Comment

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA\SspiCache\msapsspc.dll|[Name

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA\SspiCache\msapsspc.dll

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\LSA\SspiCache\digest.dll| Type

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontro\LSA\SspiCache\digest.dll| Time

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\LSA\SspiCache\digest.dll|TokenSize

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontro\LSA\SspiCache\digest.dll|Version

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\LSA\SspiCache\digest.dll|Rpcld

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\LSA\SspiCache\digest.dll|Capabilities

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\LSA\SspiCache\digest.dll|Comment

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\LSA\SspiCache\digest.dll|[Name

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontro\LSA\SspiCache\digest.dll

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontro\LSA\SspiCache

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontro\LSA\SSO\Passportl.4|SSOURL

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontro\LSA\SSO\Passportl.4

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontro\LSA\SSO

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontro\LSA\Skew1|SkewMatrix

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontro\LSA\Skew1

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontro\LSA\MSV1_0|ntimminserversec

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontroNLSA\MSV1_0|ntimminclientsec

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontroNLSA\MSV1_0|Auth2

Rule: XP - Critical System Registry Keys Last Element Change: Never

Element Last Change

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\Network\Location Awareness

HKEY_LOCAL_MACHINE\Software\Microsoftt\Windows  Never
NT\CurrentVersion\Network

HKEY_LOCAL_MACHINE\Software\Microsoftt\Windows  Never
NT\CurrentVersion\Drivers32|msacm.I3acm

HKEY_LOCAL_MACHINE\Software\Microsoftt\Windows  Never
NT\CurrentVersion\Drivers32|msacm.sl_anet

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\Drivers32|msacm.msaudiol

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\Drivers32|vidc.M261

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\Drivers32|vidc.M263



HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32|msacm.msg723

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32|wavemapper

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32|vidc.yvyu

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32|vidc.yvu9

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32|vidc.yuy2

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32|vidc.uyvy

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32|vidc.msvc

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32|vidc.mrle

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32|vidc.iyuv

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32|vidc.l1420

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32|msacm.trspch

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32|msacm.msgsm610

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32|msacm.msg711

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32|msacm.msadpcm

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32|msacm.imaadpcm

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32|midimapper

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32\Terminal Serv
er\RDP|midimapper

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32\Terminal Serv
er\RDP|wavemapper

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32\Terminal Serv
er\RDP|MaxBandwidth

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32\Terminal Server\RDP|mixer

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32\Terminal Server\RDP|wave

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32\Terminal Server\RDP

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers32\Terminal Server

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



NT\CurrentVersion\Drivers32

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers|timer

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Drivers

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\GPExtensions

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|DCacheUpdate

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|AltDefaultDomainName

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|AltDefaultUserName

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|ShowLogonOptions

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|WinStationsDisabled

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|SFCDisable

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|DebugServerCommand

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|UIHost

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|AppSetup

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|AllowMultipleTSSessions

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|scremoveoption

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|passwordexpirywarning

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|forceunlocklogon

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|cachedlogonscount

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|allocatefloppies

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|allocatedasd

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|allocatecdroms

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|SfcQuota

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|VmApplet

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|Userinit

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|System
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HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|ShutdownWithoutLogon

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|Shell

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|ReportBootOk

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|PowerdownAfterShutdown

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|LegalNotice Text

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|LegalNoticeCaption

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|DefaultUserName

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|DefaultDomainName

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon|AutoRestartShell

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Credentials

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\SpecialAccounts\UserList|V
USR_

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\SpecialAccounts\UserList|IU
SR_

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\SpecialAccounts\UserList||
WAM_

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\SpecialAccounts\UserList|H
elpAssistant

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\SpecialAccounts\UserList|N
etShowServices

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\SpecialAccounts\UserList|S
QLAgentCmdExec

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\SpecialAccounts\UserList|T
sinternetUser

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\SpecialAccounts\UserList

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\SpecialAccounts

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\SCLogon

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\wlballoon|Asynchrono
us

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\wlballoon|Impersonat
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e

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\wlballoon|Logoff

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\wlballoon|Logon

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\wlballoon|DLLName

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\wlballoon

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\termsrv|Disconnect

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\termsrv|Reconnect

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\termsrv|MaxWait

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\termsrv|Startup

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\termsrv|StartShell

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\termsrv|Shutdown

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\termsrv|PostShell

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\termsrv|Logon

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\termsrv|Logoff

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\termsrv|Impersonate

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\termsrv|DIIName

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\termsrv|Asynchronou
s

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\termsrv

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\SensLogn|Asynchron
ous

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows

NT\CurrentVersion\Winlogon\Notify\SensLogn|Impersonat

e

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\SensLogn|Unlock

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\SensLogn|Reconnect

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\SensLogn|Disconnect

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Winlogon\Notify\SensLogn|PostShell
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Rule: XP - Critical System Startup files Last Element Change: May 19, 2006 9:46:20 AM

Element Last Change

C:\wmpub Never
C:\System Volume Information Never
C\RECYCLER Never
C:intldr Never
C:\NTDETECT.COM Never
C:\MSDOS.SYS Never
C:\IO.SYS Never
C:\Documents and Settings Never
C:\CONFIG.SYS Never
C:\boot.ini Never
C:\AUTOEXEC.BAT Never

Rule: XP - Critical Tripwire Registry Keys Last Element Change: Never

Element Last Change

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\twagent

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontro\LSA\Audit\Sources\twagent_sec

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontro\LSA\Audit\Sources\TripwirePrintUtility_sec

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\LSA\Audit\Sources\TripwireAdminUtility _sec

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\Eventlog\System\twagent_sys

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\Eventlog\System\TripwirePrintUtility_sys

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\Eventlog\System\TripwireAdminUtility_sys

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\Eventlog\Security\twagent_sec

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\Eventlog\Security\TripwirePrintUtility_sec

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\Eventlog\Security\TripwireAdminUltility_sec

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\Eventlog\Security\Tripwire_sec

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\Eventlog\Application\twagent

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\Eventlog\Application\TripwirePrintUtility

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\Eventlog\Application\TripwireAdminUtility



HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\Eventlog\Application\Tripwire Agent

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\Eventlog\Application\Tripwire

Rule: XP - Current User Registry Keys Last Element Change: Never

Element Last Change

HKEY_CURRENT_USER\Software\Microsoft\Windows  Never
NT\CurrentVersion\Winlogon|DCacheUpdate

HKEY_CURRENT_USER\Software\Microsoft\Windows  Never
NT\CurrentVersion\Winlogon|BuildNumber

HKEY_CURRENT_USER\Software\Microsoft\Windows  Never
NT\CurrentVersion\Winlogon|ExcludeProfileDirs

HKEY_CURRENT_USER\Software\Microsoft\Windows  Never
NT\CurrentVersion\Winlogon|ParseAutoexec

HKEY_CURRENT_USER\Software\Microsoft\Windows  Never
NT\CurrentVersion\Winlogon

HKEY_CURRENT_USER\Software\Microsoft\Windows  Never
NT\CurrentVersion\Network\Persistent Connec
tions|SaveConnections

HKEY_CURRENT_USER\Software\Microsoft\Windows  Never
NT\CurrentVersion\Network\Persistent Connections

HKEY_CURRENT_USER\Software\Microsoft\Windows\C Never
urrentVersion\WinTrust\Trust Providers\Software Publish
ing|State

HKEY_CURRENT_USER\Software\Microsoft\Windows\C Never
urrentVersiom\WinTrust\Trust Providers\Software Publish

ing

HKEY_CURRENT_USER\Software\Microsoft\Windows\C Never
urrentVersion\WinTrust\Trust Providers

HKEY_CURRENT_USER\Software\Microsoft\Windows\C Never
urrentVersion\WinTrust

HKEY_CURRENT_USER\Software\Microsoft\SystemCert Never
ificates\trust\CTLs

HKEY_CURRENT_USER\Software\Microsoft\SystemCert Never
ificates\trust\CRLs

HKEY_CURRENT_USER\Software\Microsoft\SystemCert Never
ificates\trust\Certificates

HKEY_CURRENT_USER\Software\Microsoft\SystemCert Never
ificates\trust

HKEY_CURRENT_USER\Software\Microsoft\SystemCert Never
ificates\Root\ProtectedRoots|Certificates

HKEY_CURRENT_USER\Software\Microsoft\SystemCert Never
ificates\Root\ProtectedRoots

HKEY_CURRENT_USER\Software\Microsoft\SystemCert Never
ificates\Root\CTLs

HKEY_CURRENT_USER\Software\Microsoft\SystemCert Never
ificates\Root\CRLs

HKEY_CURRENT_USER\Software\Microsoft\SystemCert Never
ificates\Root\Certificates



HKEY_CURRENT_USER\Software\Microsoft\SystemCert Never
ificates\Root

HKEY_CURRENT_USER\Software\Microsoft\SystemCert Never
ificates\My

HKEY_CURRENT_USER\Software\Microsoft\SystemCert Never
ificates\Disallowed\CTLs

HKEY_CURRENT_USER\Software\Microsoft\SystemCert Never
ificates\Disallowed\CRLs

HKEY_CURRENT_USER\Software\Microsoft\SystemCert Never
ificates\Disallowed\Certificates

HKEY_CURRENT_USER\Software\Microsoft\SystemCert Never
ificates\Disallowed

HKEY_CURRENT_USER\Software\Microsoft\SystemCert Never
ificates\CA\CTLs

HKEY_CURRENT_USER\Software\Microsoft\SystemCert Never
ificates\CA\CRLs

HKEY_CURRENT_USER\Software\Microsoft\SystemCert Never
ificates\CA\Certificates

HKEY_CURRENT_USER\Software\Microsoft\SystemCert Never
ificates\CA

HKEY_CURRENT_USER\Software\Microsoft\SystemCert Never
ificates

HKEY_CURRENT_USER\Software\Microsoft\RegEdt32\ Never
Settings|SaveSettings

HKEY_CURRENT_USER\Software\Microsoft\RegEdt32\ Never
Settings|RemoteAccess

HKEY_CURRENT_USER\Software\Microsoft\RegEdt32\ Never
Settings|ReadOnly

HKEY_CURRENT_USER\Software\Microsoft\RegEdt32\ Never
Settings|ConfirmOnDelete

HKEY_CURRENT_USER\Software\Microsoft\RegEdt32\ Never
Settings|AutoRefresh

HKEY_CURRENT_USER\Software\Microsoft\RegEdt32\ Never
Settings

HKEY_CURRENT_USER\Software\Microsoft\RegEdt32  Never

HKEY_CURRENT_USER\Environment| TMP Never
HKEY_CURRENT_USER\Environment| TEMP Never
HKEY_CURRENT_USER\Environment Never

Rule: XP - Guest Account Activity Last Element Change: Never

Element Last Change

HKEY_LOCAL_MACHINE\SAM\SAM\Domains\Account\ Never
Users\OOOO01F5|F

HKEY_LOCAL_MACHINE\SAM\SAM\Domains\Account\ Never
Users\000001F5

HKEY_LOCAL_MACHINE\SAM\SAM\Domains\Account\ Never
Users\000001F5|V



Rule: XP - Hardware Keys Last Element Change: Never

Element Last Change

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\Current\System\CurrentControlSet\SERVICES\RDP
DD\DEVICEO]|Attach.ToDesktop

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\Current\System\CurrentControlSet\SERVICES\RDP
DD\DEVICEO

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\Current\System\CurrentControlSet\SERVICES\RDP

DD

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\Current\System\CurrentControlSet\SERVICES

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\Current\System\CurrentControlSet\Enum\SW\{EEAB
7790-C514-11D1-B42B-00805FC1270ENASYNCMAC

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\Current\System\CurrentControlSet\Enum\SW\{EEAB
7790-C514-11D1-B42B-00805FC1270E}

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\Current\System\CurrentControlSet\Enum\SW

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\Current\System\CurrentControlSet\Enum\ROOT\MS
_PTIMINIPORT\0000

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\Current\System\CurrentControlSet\Enum\ROOT\MS
_PTIMINIPORT

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\Current\System\CurrentControlSet\Enum\ROOT\MS
_PPTPMINIPORT\0000

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\Current\System\CurrentControlSet\Enum\ROOT\MS
_PPTPMINIPORT

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\Current\System\CurrentControlSet\Enum\ROOT\MS
_PPPOEMINIPORT\0000

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\Current\System\CurrentControlSet\Enum\ROOT\MS
_PPPOEMINIPORT

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\Current\System\CurrentControlSet\Enum\ROOT\MS
_NDISWANIP\0000

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never



ardware Pro
files\Current\System\CurrentControlSet\Enum\ROOT\MS
_NDISWANIP

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Enum\ROOT\MS
_L2TPMINIPORT\0000

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Enum\ROOT\MS
_L2TPMINIPORT

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Enum\ROOT

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Enum\PCI\VEN_1
0B7&DEV_9200&SUBSYS_100010B7&REV_74\3&61AA
A01&0&58

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Enum\PCI\VEN_1
0B7&DEV_9200&SUBSYS_100010B7&REV_74

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Enum\PClI

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Profiles\Current\System\CurrentControlSet\Enum

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F326\0000|Attac
h.RelativeY

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F326\0000|Attac
h.RelativeX

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000|Defa
ultSettings.FixedOutput

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000|Defa
ultSettings.Orientation

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000|Defa
ultSettings.YPanning

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000|Defa
ultSettings.XPanning

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
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files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000|Defa
ultSettings.Flags

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000|Defa
ultSettings.VRefresh

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000|Defa
ultSettings.YResolution

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000|Defa
ultSettings.XResolution

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000|Defa
ultSettings.BitsPerPel

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000|Attac
h.ToDesktop

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000\Mon1
0000080|Attach.RelativeY

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000\Mon1
0000080|Attach.RelativeX

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000\Mon1
0000080|DefaultSettings.FixedOutput

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000\Mon1
0000080|DefaultSettings.Orientation

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000\Mon1
0000080|DefaultSettings.YPanning

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F326}\0000\Mon1
0000080|DefaultSettings.XPanning

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro

files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000\Mon1
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0000080|DefaultSettings.Flags

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000\Mon1
0000080|DefaultSettings.VRefresh

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000\Mon1
0000080|DefaultSettings.YResolution

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000\Mon1
0000080|DefaultSettings.XResolution

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000\Mon1
0000080|DefaultSettings.BitsPerPel

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000\Mon1
0000080|Attach.ToDesktop

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000\Mon1
0000080

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO\{D
16EA21A-00FC-46DA-BC2F-E7F48A68F326}

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Contro\VIDEO

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Control\Print\Print
ers

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Control\Print

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Control\Class\{4D
36E96A-E325-11CE-BFC1-08002BE10318}\0002

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Control\Class\{{4D
36E96A-E325-11CE-BFC1-08002BE10318}\0001

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Control\Class\{4D
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36E96A-E325-11CE-BFC1-08002BE10318}\0000

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Control\Class\{4D
36E96A-E325-11CE-BFC1-08002BE10318}

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Control\Class

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\System\CurrentControlSet\Control

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Profiles\Current\System\CurrentControlSet

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Profiles\Current\System

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\Software\Microsoft\windows\CurrentVersion\I
nternet Settings|ProxyEnable

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\Software\Microsoft\windows\CurrentVersion\|
nternet Settings

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\Current\Software\Microsoft\windows\CurrentVersion

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Profiles\Current\Software\Microsoft\windows

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Profiles\Current\Software\Microsoft

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Profiles\Current\Software\Fonts|LogPixels

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Profiles\Current\Software\Fonts| OEMFONT.FON

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Profiles\Current\Software\Fonts|FONTS.FON

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Profiles\Current\Software\Fonts|FIXEDFON.FON

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Profiles\Current\Software\Fonts

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Profiles\Current\Software

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Profiles\Current

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro

files\0001\System\CurrentControlSet\SERVICES\RDPDD\

DEVICEO|Attach.ToDesktop

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro

files\0001\System\CurrentControlSet\SERVICES\RDPDD\

DEVICEO

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H

Never

Never

Never

Never

Never

Never

Never

Never

Never
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Never



ardware Pro
files\0001\System\CurrentControlSet\SERVICES\RDPDD

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\0001\System\CurrentControlSet\SERVICES

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\0001\System\CurrentControlSet\Enum\SW\{EEAB77
90-C514-11D1-B42B-00805FC1270EPNASYNCMAC

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\0001\System\CurrentControlSet\Enum\SW\{EEAB77
90-C514-11D1-B42B-00805FC1270E}

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\0001\System\CurrentControlSet\Enum\SW

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\0001\System\CurrentControlSet\Enum\ROOT\MS_P
TIMINIPORT\0000

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\0001\System\CurrentControlSet\Enum\ROOT\MS_P
TIMINIPORT

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\0001\System\CurrentControlSet\Enum\ROOT\MS_P
PTPMINIPORT\0000

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\0001\System\CurrentControlSet\Enum\ROOT\MS_P
PTPMINIPORT

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\0001\System\CurrentControlSet\Enum\ROOT\MS_P
PPOEMINIPORT\0000

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\0001\System\CurrentControlSet\Enum\ROOT\MS_P
PPOEMINIPORT

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\0001\System\CurrentControlSet\Enum\ROOT\MS_N
DISWANIP\0000

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\0001\System\CurrentControlSet\Enum\ROOT\MS_N
DISWANIP

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\0001\System\CurrentControlSet\Enum\ROOT\MS_L
2TPMINIPORT\0000

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\0001\System\CurrentControlSet\Enum\ROOT\MS_L
2TPMINIPORT

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H
ardware Pro
files\0001\System\CurrentControlSet\Enum\ROOT

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\0001\System\CurrentControlSet\Enum\PCI\VEN_10
B7&DEV_9200&SUBSYS_100010B7&REV_74\3&61AAA
01&0&58

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\0001\System\CurrentControlSet\Enum\PCI\VEN_10
B7&DEV_9200&SUBSYS_100010B7&REV_74

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\0001\System\CurrentControlSet\Enum\PCI

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Profiles\0001\System\CurrentControlSet\Enum

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\0001\System\CurrentControlSet\Control\VIDEO\{D16
EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000|Attach.
RelativeY

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\0001\System\CurrentControlSet\Contro\VIDEO\W{D16
EA21A-00FC-46DA-BC2F-E7F48A68F326}\0000|Attach.
RelativeX

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\0001\System\CurrentControlSet\Control\VIDEO\{D16
EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000|Default
Settings.FixedOutput

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\0001\System\CurrentControlSet\Contro\VIDEO\{D16
EA21A-00FC-46DA-BC2F-E7F48A68F326\0000|Default
Settings.Orientation

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\0001\System\CurrentControlSet\Control\VIDEO\{D16
EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000|Default
Settings.YPanning

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\H Never
ardware Pro
files\0001\System\CurrentControlSet\Contro\VIDEO\{D16
EA21A-00FC-46DA-BC2F-E7F48A68F3261\0000|Default
Settings.XPanning

Rule: XP - Local Admin Activity Last Element Change: Never

Element Last Change

HKEY_LOCAL_MACHINE\SAM\SAM\Domains\Account\ Never
Users\000001F4

Rule: XP - Local Admin Login Last Element Change: Never

Element Last Change

HKEY_LOCAL_MACHINE\SAM\SAM\Domains\Account\ Never
Users\O00001F4|F

Rule: XP - Local Admin Password Change Last Element Change: Never




Element Last Change

HKEY_LOCAL_MACHINE\SAM\SAM\Domains\Account\ Never

Users\000001F4|V
Rule: XP - Network Configuration Files Last Element Change: Never

Element Last Change
C:\WINDOWS\system32\Setup\fp50ext.dll Never
C:\WINDOWS\system32\Setup\comsetup.dIl Never
C:\WINDOWS\system32\Setup\clusocm.dll Never
C:\WINDOWS\system32\Setup\certocm.dll Never
C:\WINDOWS\system32\Setup\bitsoc.dll Never

C:\WINDOWS\system32\config\systemprofile\Local Set  Never
tings\Temporary Internet Files\Content.IES\1YMFSIK2

C:\WINDOWS\system32\config\systemprofile\Local Set  Never
tings\Temporary Internet Files\Content.IE5

C:\WINDOWS\system32\Setup\aspnetoc.dll Never

C:\WINDOWS\system32\config\systemprofile\Local Set ~ Never
tings\Temporary Internet Files

C:\WINDOWS\system32\config\systemprofile\Local Set  Never

tings\Temp

C:\WINDOWS\system32\ras\cis.scp Never
C:\WINDOWS\system32\ras Never
C:\WINDOWS\system32\inetsrv\metabase.bin Never
C:\WINDOWS\system32\inetsrv\History Never

C:\WINDOWS\system32\config\systemprofile\Local Set ~ Never
tings\History\History.IE5\index.dat

C:\WINDOWS\system32\config\systemprofile\Local Set  Never
tings\History\History.|E5\desktop.ini

C:\WINDOWS\system32\config\systemprofile\Local Set  Never
tings\History\History.IE5

C:\WINDOWS\system32\config\systemprofile\Local Set  Never
tings\History\desktop.ini

C:\WINDOWS\system32\config\systemprofile\Local Set  Never
tings\History

C:\WINDOWS\system32\config\systemprofile\Local Set  Never
tings\desktop.ini

C:\WINDOWS\system32\drivers\etc\services Never
C:\WINDOWS\system32\drivers\etc\protocol Never
C:\WINDOWS\system32\drivers\etc\networks Never

C:\WINDOWS\system32\config\systemprofile\Local Set  Never
tings\Application Data\Microsoft\Windows Media

C:\WINDOWS\system32\drivers\etc\hosts Never

C:\WINDOWS\system32\config\systemprofile\Local Set  Never
tings\Application Data



C:\WINDOWS\system32\config\systemprofile\Templates Never

C:\WINDOWS\system32\config\systemprofile\Sti_Trace.lo Never
g

C:\WINDOWS\system32\config\systemprofile\Start Never
Menu\Programs\Startup\desktop.ini

C:\WINDOWS\system32\config\systemprofile\Start Never
Menu\Programs\Startup

C:\WINDOWS\system32\config\systemprofile\Start Never
Menu\Programs\Remote Assistance.lnk

C:\WINDOWS\system32\config\systemprofile\Start Never
Menu\Programs\desktop.ini

C:\WINDOWS\system32\config\systemprofile\Start Never
Menu\Programs\Accessories\Windows Explorer.Ink

C:\WINDOWS\system32\config\systemprofile\Favorites =~ Never
C:\WINDOWS\system32\config\systemprofile\Desktop Never

C:\WINDOWS\system32\config\systemprofile\Cookies\ind Never
ex.dat

C:\WINDOWS\system32\config\systemprofile\Cookies Never

C:\WINDOWS\system32\config\systemprofile\Application Never
Data\Microsoft\SystemCertificates\My\CTLs

C:\WINDOWS\system32\config\systemprofile\Application Never
Data\Microsoft\SystemCertificates\My\CRLs

C:\WINDOWS\system32\config\systemprofile\Application Never
Data\Microsoft\SystemCertificates\My\Certificates

C:\WINDOWS\system32\config\systemprofile\Start Never
Menu\Programs\Accessories\desktop.ini

C:\WINDOWS\system32\config\systemprofile\Application Never
Data\Microsoft\SystemCertificates\My

C:\WINDOWS\system32\config\systemprofile\Start Never
Menu\Programs\Accessories\Synchronize.Ink

C:\WINDOWS\system32\config\systemprofile\Start Never
Menu\Programs\Accessories\Program Compatibility Wiz
ard.Ink

C:\WINDOWS\system32\config\systemprofile\Start Never
Menu\Programs\Accessories\Notepad.Ink

C:\WINDOWS\system32\config\systemprofile\Start Never
Menu\Programs\Accessories\Entertainment\Windows Me
dia Player.Ink

C:\WINDOWS\system32\config\systemprofile\Start Never
Menu\Programs\Accessories\Entertainment\desktop.ini

C:\WINDOWS\system32\config\systemprofile\Start Never
Menu\Programs\Accessories\Entertainment

C:\WINDOWS\system32\Setup Never

C:\WINDOWS\system32\config\systemprofile\Local Set  Never
tings

C:\WINDOWS\system32\config\systemprofile\Local Set  Never
tings\Application Data\Microsoft

C:\WINDOWS\system32\config\systemprofile\Local Set  Never



tings\Application Data\Microsoft\Windows Media\9.0
C:\WINDOWS\system32\config\systemprofile\Local Set
tings\Application Data\Microsoft\Windows Me
dia\9.0\WMSDKNS.DTD
C:\WINDOWS\security\templates\setup security.inf

C:\WINDOWS\system32\config\systemprofile\Application
Data\Microsoft\SystemCertificates

C:\WINDOWS\system32\config\systemprofile\Application
Data\Microsoft\Internet Explorer\brndlog.txt

C:\WINDOWS\system32\config\systemprofile\Application
Data\Microsoft\Internet Explorer\brndlog.bak

C:\WINDOWS\system32\config\systemprofile\Application
Data\Microsoft\Internet Explorer

C:\WINDOWS\system32\config\systemprofile\Application
Data\Microsoft

C:\WINDOWS\system32\config\systemprofile\Application
Data\desktop.ini

C:\WINDOWS\system32\config\systemprofile\Application
Data

C:\WINDOWS\system32\config\systemprofile
C:\WINDOWS\system32\config
C:\WINDOWS\security\templates\securedc.inf
C:\WINDOWS\security\templates\rootsec.inf
C:\WINDOWS\system32\ras\switch.inf

C:\WINDOWS\system32\config\systemprofile\Start
Menu\Programs\Accessories\Command Prompt.Ink

C:\WINDOWS\security\templates\iesacls.inf
C:\WINDOWS\security\templates\hisecws.inf
C:\WINDOWS\security\templates\hisecdc.inf
C:\WINDOWS\security\templates\compatws.inf
C:\WINDOWS\security\templates
C:\WINDOWS\security
C:\WINDOWS\system32\wins\wins_bak
C:\WINDOWS\system32\wins
C:\WINDOWS\system32\ShellExt
C:\WINDOWS\system32\Setup\wmsocm.dll
C:\WINDOWS\system32\Setup\uddiocm.dll
C:\WINDOWS\system32\Setup\tsoc.dll
C:\WINDOWS\system32\Setup\setupqry.dll
C:\WINDOWS\system32\Setup\pop3oc.dll
C:\WINDOWS\system32\Setup\pbsnetoc.exe

C:\WINDOWS\system32\Setup\ocgen.dll

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



C:\WINDOWS\system32\Setup\licenoc.dll Never

C:\WINDOWS\system32\ras\pad.inf Never
C:\WINDOWS\system32\Setup\ntoc.dll Never
C:\WINDOWS\system32\ras\slipmenu.scp Never
C:\WINDOWS\system32\Setup\netoc.dll Never
C:\WINDOWS\system32\Setup\netfxocm.dll Never

C:\WINDOWS\system32\config\systemprofile\Local Set  Never
tings\Application Data\Microsoft\Windows Me
dia\9.0\WMSDKNS. XML

C:\WINDOWS\system32\dhcp Never
C:\WINDOWS\system32\ras\pppmenu.scp Never
C:\WINDOWS\system32\Setup\imsinsnt.dl| Never
C:\WINDOWS\security\templates\securews.inf Never
C:\WINDOWS\system32\Setup\msmgocm.dll Never
C:\WINDOWS\system32\ras\slip.scp Never
C:\WINDOWS\system32\Setup\msdtcstp.dl| Never
C:\WINDOWS\system32\config\systemprofile\Start Never
Menu\Programs\Accessories\Accessibility\Utility Man

ager.Ink

C:\WINDOWS\system32\config\systemprofile\Start Never

Menu\Programs\Accessories\Accessibility\On-Screen
Keyboard.Ink

C:\WINDOWS\system32\config\systemprofile\Start Never
Menu\Programs\Accessories\Accessibility\Narrator.Ink

Rule: XP - OS Support Files Last Element Change: Never
C:AWINDOWS\inimdmsun1.PNF Never
C\WINDOWS\infimdmsunZ.inf Never
C:\WINDOWS\infimdmspg28.PNF Never
C:\WINDOWS\infimdmspq28.inf Never
C:\WINDOWS\infimdmsonyu.PNF Never
C:\WINDOWS\infimdmsonyu.inf Never
C:\WINDOWS\infimdmsmart.PNF Never
C:\WINDOWS\infAimdmsmart.inf Never
C:\WINDOWS\infimdmsiil6.PNF Never
C:\WINDOWS\infimdmsiil6.INF Never
C:\WINDOWS\infimdmsii64.PNF Never
C:A\WINDOWS\infimdmsii64.INF Never
C:A\WINDOWS\infimdmsier.PNF Never

CA\WINDOWS\inimdmsier.inf Never



C:\WINDOWS\infimdmsetup.PNF

C:\WINDOWS\infimdmsetup.inf

C:\WINDOWS\Iin\001\.NETFramework\corperfmonsymbol

s.ini

C:\WINDOWS\In\OO1\.NETFramework

C:\WINDOWS\infimdmrpciw.PNF
C:\WINDOWS\infimdmrpciw.inf
C:\WINDOWS\infimdmrpci.PNF
C:\WINDOWS\infimxport.PNF
C:\WINDOWS\infmdmrpci.inf
CAWINDOWS\infimdmrock5.PNF
C:\WINDOWS\infimdmrock5.inf
C:\WINDOWS\infimdmrock4.PNF
C:\WINDOWS\infimdmrock4.inf
C:\WINDOWS\infimdmrock3.PNF
C:A\WINDOWS\infimdmrock3.inf
C:\WINDOWS\infimdmrock.PNF
C:\WINDOWS\infimdmrock.inf
C:\WINDOWS\infimdmracal.PNF
C:\WINDOWS\infimdmracal.inf
C:\WINDOWS\infimdmpsion.PNF
C:\WINDOWS\infimdmpsion.inf
C:\WINDOWS\infimdmpp.PNF
C:\WINDOWS\infmdmpp.inf
C:\WINDOWS\infimdmpn1.PNF
C:\WINDOWS\infimdmpn1.inf
C:\WINDOWS\infimdmpin.PNF
C:\WINDOWS\infimdmpin.inf
C:\WINDOWS\infimdmpenr.PNF
C:\WINDOWS\infimdmpenr.inf
C:\WINDOWS\infimdmpbit.PNF
C:\WINDOWS\infimdmpbit.inf
C:\WINDOWS\infimdmpace.PNF
C:\WINDOWS\infimdmpace.inf
C:\WINDOWS\infimdmosice.PNF
C:\WINDOWS\infimdmosice.inf

C:\WINDOWS\infimdmosi.PNF

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



C:\WINDOWS\infimdmaosi.inf
C:\WINDOWS\infimdmoptn.PNF
C:\WINDOWS\infimdmoptn.inf
CAWINDOWS\infimdmomrn3.PNF
CAWINDOWS\infimdmomrn3.inf
CAWINDOWS\infimdmolic.PNF
CAWINDOWS\infimdmolic.inf
C:\WINDOWS\infimdmnttte.PNF
C:\WINDOWS\infimdmnttte.inf
C:\WINDOWS\infimdmnttp2.PNF
C:\WINDOWS\infimdmnttp2.inf
C:\WINDOWS\infimdmnttp.PNF
C:\WINDOWS\infimdmnttp.inf
C:\WINDOWS\infimdmnttme.PNF
C:\WINDOWS\infimdmnttme.INF
C:\WINDOWS\infimdmnttd6.PNF
CAWINDOWS\infimdmnttd6.inf
CAWINDOWS\infimdmnttd2.PNF
CAWINDOWS\infimdmnttd2.inf
CAWINDOWS\infimdmntt1.PNF
CAWINDOWS\infimdmntt1.INF
C:A\WINDOWS\infimdmnova.PNF
CAWINDOWS\infimdmnova.inf
C:\WINDOWS\infimdmnokia.PNF
C:\WINDOWS\infimdmnokia.inf
C:\WINDOWS\infAMdmnis5t.PNF
C:A\WINDOWS\infAMdmnis5t.inf
C:A\WINDOWS\infAiMdmnis3t.PNF
C:\WINDOWS\inAiMdmnis3t.inf
C:\WINDOWS\inAiMdmnis2u.PNF
C:\WINDOWS\inAiMdmnis2u.inf
CAWINDOWS\infiMdmnis1u.PNF
C:AWINDOWS\inAiMdmnis1u.inf
CAWINDOWS\infimdmneuhs.PNF
C:\WINDOWS\infimdmneuhs.inf
CAWINDOWS\infimdmmts.PNF

CA\WINDOWS\inimdmmits.inf

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



C:A\WINDOWS\infimdmmotou.PNF Never

C:AWINDOWS\infimdmmotou.inf Never
CAWINDOWS\infimdmmotol.PNF Never
C:\WINDOWS\infimdmmoto1l.inf Never
C:\WINDOWS\infimdmmoto.PNF Never
C:\WINDOWS\infimdmmoto.inf Never
C:\WINDOWS\infAimdmmod.PNF Never
C:\WINDOWS\infAimdmmod.inf Never
C:A\WINDOWS\infimdmminij.PNF Never
C:AWINDOWS\infmdmminij.inf Never
C:\WINDOWS\inAimdmmhzk1.PNF Never
C:A\WINDOWS\infAimdmmhzk1.inf Never
C:A\WINDOWS\inAimdmmhzel.PNF Never
Rule: XP - Program Files Folder Last Element Change: May 19, 2006 9:48:54 AM
C:\Program Files\WindowsUpdate Never
C:\Program Files\Windows NT Never
C:\Program Files\Windows Media Player Never
C:\Program Files\Tripwire Never
C:\Program Files\Outlook Express Never
C:\Program Files\NetMeeting Never
C:\Program Files\Internet Explorer Never
C:\Program Files\ComPlus Applications Never

Rule: XP - Security Information Keys Last Element Change: Never

Element Last Change

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\Session Man
ager\Executive|AdditionalCriticalWorkerThreads

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\Session Manager\Executive

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\Session Manager\Environment|TMP

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\Session Manager\Environment| TEMP

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\Session Manager\Environment|PATHEXT

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\Session ManagernEnvironment|ClusterLog

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\Session Man



ager\Environment|NUMBER_OF_PROCESSORS

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\Session Man
ager\Environment|PROCESSOR_REVISION

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\Session Man
ager\Environment|PROCESSOR_IDENTIFIER

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\Session Man
ager\Environment|PROCESSOR_LEVEL

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\Session Man
ager\Environment|PROCESSOR_ARCHITECTURE

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\Session Manager\Environment|OS

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\Session Manager\Environment|windir

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\Session Manager\Environment|Path

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\Session Manager\Environment|ComSpec

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\Session Manager\Environment

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontro\Windows|ShellErrorMode

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontro\Windows|SystemDirectory

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontro\Windows|NolnteractiveServices

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontro\Windows|ErrorMode

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontro\Windows|Directory

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontro\Windows

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\SecurePipeServers\winreg|Description

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\SecurePipeServers\winreg\AllowedPaths|Machine

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\SecurePipeServers\winreg\AllowedPaths

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
on
trol\SecurePipeServers\winreg\AllowedExactPaths|Machi
ne

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\SecurePipeServers\winreg\AllowedExactPaths

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\SecurePipeServers\winreg

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\SecurePipeServers

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\Print\Providers\Lanman Print Services|Name

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\Print\Providers\Lanman Print Ser
vices|DisplayName

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\Print\Providers\Lanman Print Ser
vices\servers|addprinterdrivers

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\Print\Providers\Lanman Print Services\servers

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\Print\Providers\Lanman Print Services

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\NetworkProvider\Order|ProviderOrder

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\NetworkProvider\Order

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\NetworkProvider\HwOrder|ProviderOrder

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\NetworkProvider\HwOrder

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontro\NetworkProvider

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\FileSystem|Win95TruncatedExtensions

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\FileSystem|Win31FileSystem

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\FileSystem|NtfsDisable8dot3NameCreation

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C
ontrol\FileSystem

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Hotfix\Q147222|Installed

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Hotfix\Q147222

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Hotfix

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\_INSTPGM.EXE|ApplicationGoo

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\_INSTPGM.EXE

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Options\Your
Image File Name Here without a path|GlobalFlag

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Options\Your
Image File Name Here without a path|Debugger

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Options\Your
Image File Name Here without a path

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\xwsetup.EXE|ApplicationGoo

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\xwsetup.EXE

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\wpwin8.EXE|DisableHeapLookAside

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\wpwin8.EXE

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\ua80.EXE|DisableHeapLookAside

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\ua80.EXE

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\sevinst.exe|ApplicationGoo

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\sevinst.exe

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\setup32.dll|ApplicationGoo

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\setup32.dll

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\setup.exe|ApplicationGoo

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\setup.exe

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\gpw.EXE|DisableHeapLookAside

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\qpw.EXE

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\gfinder.EXE|DisableHeapLookAside

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\gfinder.EXE

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\psdmt.exe|ApplicationGoo

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\psdmt.exe

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



tions\ps80.EXE|DisableHeapLookAside

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\ps80.EXE

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\prwin8.EXE|DisableHeapLookAside

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\prwin8.EXE

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\printhse.EXE|GlobalFlag

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\printhse.EXE

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\photohse.EXE|GlobalFlag

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\photohse.EXE

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\mngreg32.exe|ApplicationGoo

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\mngreg32.exe

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\install.exe|ApplicationGoo

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\install.exe

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\front.exe|ApplicationGoo

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\front.exe

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\enc98.EXE|DisableHeapLookAside

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\enc98.EXE

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\cqw32.exe|ApplicationGoo

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Op
tions\cqw32.exe

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\Image File Execution Options

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



HKEY_CURRENT_USER\Software\Microsoft\Windows\C Never
urrentVersion\Shell Extensions

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\Session Manager\SubSystems|Windows

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\Session Manager\SubSystems|Required

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\Session Manager\SubSystems|Posix

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\Session Manager\SubSystems|Optional

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\Session Manager\SubSystems|Kmode

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\Session Manager\SubSystems|Debug

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\Session Man
ager\SubSystems\CSRSS|CsrSrvSharedSectionBase

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\Session Manager\SubSystems\CSRSS

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\Session Manager\SubSystems

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\Session Manager\Memory Manage
ment|ClearPageFileAtShutdown

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\C Never
ontrol\Session Manager\KnownDLLs|wldap32

Rule: XP - Service Registry Keys Last Element Change: May 16, 2006 1:26:09 PM

Element Last Change

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\Dfs\Security

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\Dfs\Parameters

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\Dfs

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\dellcerc|Type

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\dellcerc|Tag

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\dellcerc|Start

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\dellcerc|Group

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\dellcerc|ErrorControl

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\dellcerc\Parameters\Pnplnterface|5

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\dellcerc\Parameters\Pnplnterface



HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dellcerc\Parameters

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dellcerc

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dac960nt|Type

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dac960nt|Tag

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dac960nt|Start

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dac960nt|Group

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dac960nt|ErrorControl

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dac960nt\Parameters\Pnplinterface|5

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dac960nt\Parameters\Pnplinterface|2

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dac960nt\Parameters\Pnplnterface

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dac960nt\Parameters

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dac960nt

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dac2w2k|Type

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dac2w2k|Tag

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dac2w?2k|Start

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dac2w2k|Group

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dac2w2k\Parameters\PnplInterface|5

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\Eventlog\System\msfs

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dac2w2k\Parameters\Pnplinterface|2

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dac2w2k\Parameters\Pnplinterface

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dac2w2k\Parameters

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\Eventlog\System\msfs|TypesSupported

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\dac2w2k

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\CryptSvc|Type

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



ervices\CryptSvc|Start

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\CryptSvc|ObjectName

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\CryptSvc|ImagePath

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\CryptSvc|ErrorControl

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\CryptSvc|DisplayName

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\CryptSvc|Description

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\CryptSvc|DependOnService

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\CryptSvc\Enum|NextIinstance

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\CryptSvc\Enum|Count

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\CryptSvc\Enum|0

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\CryptSvc\Enum

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\CryptSvc\Security|Security

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\CryptSvc\Security

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\CryptSvc\Parameters|ServiceMain

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\CryptSvc\Parameters|ServiceDlII

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\CryptSvc\Parameters

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\CryptSvc

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\crcdisk|Group

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\crcdisk|DisplayName

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\crcdisk|ImagePath

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\crcdisk|Tag

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\crcdisk|ErrorControl

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\crcdisk|Start

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\crcdisk|Type

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\crcdisk\Enum|NextInstance

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\crcdisk\Enum|Count

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\crcdisk\Enum|0

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\crcdisk\Enum

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\crcdisk\Security|Security

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\crcdisk\Security

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\crcdisk

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\cpgfcalm|Type

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\cpgfcalm|Tag

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\cpgfcalm|Start

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\cpgfcalm|Group

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\cpgfcalm|ErrorControl

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\cpgfcalm\Parameters\Pnplinterface|5

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\cpgfcalm\Parameters\Pnplinterface|2

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\cpgfcalm\Parameters\Pnplinterface

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\cpgfcalm\Parameters

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\cpgfcalm

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\cpgcissm|Type

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\cpgcissm|Tag

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\cpgcissm|Start

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\cpgcissm|Group

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\Eventlog\System\afcnt|EventMessageFile

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\cpgcissm|ErrorControl

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\cpgcissm\Parameters\Pnplinterface|5

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S
ervices\cpgcissm\Parameters\Pnplnterface

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



ervices\Eventlog\System\aic78u2

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\cpgcissm\Parameters

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\Eventlog\System\aic78u2|EventMessageFile

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\cpgcissm

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\cpgarry2|Type

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\cpgarry2|Tag

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\Eventlog\System\aic78xx

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\cpgarry2|Start

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\Eventlog\System\aic78xx|EventMessageFile

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\cpgarry2|Group

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\cpgarry2|ErrorControl

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\cpgarry2\Parameters\Pnplinterface|5

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\cpgarry2\Parameters\Pnplnterface

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\cpgarry2\Parameters

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\cpgarry2

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\Cpqarray|Type

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\S Never
ervices\Cpqarray|Tag

Rule: XP - Software Keys Last Element Change: Never
Element Last Change
HKEY_LOCAL_MACHINE\SOFTWARE\Clients Never

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Contacts Never

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Contacts\ Never
Address Book

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Contacts\ Never
Address Book\Protocols

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Contacts\ Never
Address Book\Protocols\.vcf

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Contacts\ Never
Address Book\Protocols\.vcf|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Contacts\ Never
Address Book\Protocols\.vcf|Content Type



HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Internet
Call\Microsoft NetMeeting\Protocols\callto\shell\open

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Internet
Call\Microsoft NetMeeting\Protocols\callto\shell

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Internet
Call\Microsoft NetMeeting\Protocols\callto\Defaulticon|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\snews\shel\open\command

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\snews\shell\open

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\snews\shell

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\snews\Defaulticon|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\snews\Defaultlcon

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\snews

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\nntp|URL Protocol

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\nntp|EditFlags

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\nntp|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\nntp\shell\open\command|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\nntp\shell\open\command

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\nntp\shell\open

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\nntp\shell

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\nntp\Defaulticon|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\nntp\Defaulticon

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\nntp

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\news|URL Protocol

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\news|EditFlags

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\news|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\news\shell\open\command|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\news\shel\open\command

HKEY_LOCAL_MACHINE\SOFTWARE!\Clients\News\Out

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



look Express\Protocols\news\shell\open

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\news\shell

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\news\Defaulticon|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\news\Defaulticon

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols\news

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express\Protocols

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News\Out
look Express

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\News
HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Media|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Media\Wi
ndows Media Player|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Media\Wi
ndows Media Player\shel\open\command|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Media\Wi
ndows Media Player\shel\open\command

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Media\Wi
ndows Media Player\shell\open

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Media\Wi
ndows Media Player\shell

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Media\Wi
ndows Media Player\IinstallName|OCName

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Media\Wi
ndows Media Player\InstallName

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Media\Wi
ndows Media Player

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Media
HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express|DLLPath

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\shell\open\command|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\shell\open\command

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\shell\open

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\shell

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\Protocols\mailto]URL Protocol

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\Protocols\mailto|EditFlags

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\Protocols\mailto|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\Protocols\mailto\shel\open\command|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\Protocols\mailto\shell\open\command

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\Protocols\mailto\shell\open

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\Protocols\mailto\shell

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\Protocols\mailto\Defaultlcon|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\Protocols\mailto\Defaultlcon

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\Protocols\mailto

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\Protocols

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Expressl\installinfo|lconsVisible

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Expressl\installinfo]ShowlconsCommand

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\installinfo|HidelconsCommand

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\installinfo|ReinstallCommand

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\installinfo

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\Envelope\CurVer|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\Envelope\CurVer

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\Envelope\CLSID|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\Envelope\CLSID

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express\Envelope

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Outl
ook Express

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Hot
mail|DLLPath

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Hot
mail|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Hot
mail\shel\open\command|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Hot

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



mail\shell\open\command

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Hot Never
mail\shell\open

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Hot Never
mail\shell

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Hot  Never
mail\Protocols\mailto]URL Protocol

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Hot  Never
mail\Protocols\mailto|EditFlags

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Hot Never
mail\Protocols\mailto|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mai\Hot Never
mail\Protocols\mailto\shell\open\command|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Hot Never
mail\Protocols\mailto\shell\open\command

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Hot Never
mail\Protocols\mailto\shell\open

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Hot Never
mail\Protocols\mailto\shell

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Hot Never
mail\Protocols\mailto\Defaulticon|

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Hot Never
mail\Protocols\mailto\Defaulticon

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Hot Never
mail\Protocols\mailto

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Hot Never
mail\Protocols

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Hot  Never
mail\backup|mail

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Hot Never
mail\backup

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail\Hot Never

mail

HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Mail Never
HKEY_LOCAL_MACHINE\SOFTWARE\Clients\Internet  Never
Call|

Rule: XP - System Folder Last Element Change: Never

C:\WINDOWS\system\WINSPOOL.DRV Never
C:\WINDOWS\system\WFWNET.DRV Never
C:\WINDOWS\system\VGA.DRV Never
C:\WINDOWS\system\VER.DLL Never
C:\WINDOWS\system\TIMER.DRV Never
C:\WINDOWS\system\TAPI.DLL Never

C:\WINDOWS\system\SYSTEM.DRV Never



C:\WINDOWS\system\stdole.tlb Never

C:\WINDOWS\system\SOUND.DRV Never
C:\WINDOWS\system\SHELL.DLL Never
C:\WINDOWS\system\setup.inf Never
C:\WINDOWS\system\OLESVR.DLL Never
C:\WINDOWS\system\OLECLI.DLL Never
C:\WINDOWS\system\MSVIDEO.DLL Never
C:\WINDOWS\system\MOUSE.DRV Never
C:\WINDOWS\system\MMTASK.TSK Never
C:\WINDOWS\system\MMSYSTEM.DLL Never
C:\WINDOWS\system\MCIWAVE.DRV Never
C:\WINDOWS\system\MCISEQ.DRV Never
C:\WINDOWS\system\MCIAVI.DRV Never
C:\WINDOWS\system\LZEXPAND.DLL Never
C:\WINDOWS\system\KEYBOARD.DRV Never
C:\WINDOWS\system\COMMDLG.DLL Never
C:\WINDOWS\system\AVIFILE.DLL Never
C:\WINDOWS\system\AVICAP.DLL Never
C:\WINDOWS\system Never

Rule: XP - System Startup Executables Last Element Change: Never

Element Last Change

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\win.ini\Windows|Trans
missionRetryTimeout

HKEY_LOCAL_MACHINE\Software\Microsoftt\Windows  Never
NT\CurrentVersion\IniFileMapping\win.ini\Windows|Swap
MouseButtons

HKEY_LOCAL_MACHINE\Software\Microsoftt\Windows  Never
NT\CurrentVersion\IniFileMapping\win.ini\Windows|swapd
isk

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\win.ini\Windows|Spool
er

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\win.ini\Windows|Snap
ToDefaultButton

HKEY_LOCAL_MACHINE\Software\Microsoftt\Windows  Never
NT\CurrentVersion\IniFileMapping\win.inl\Windows|Scree
nSaveTimeOut

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\win.ini\Windows|Scree
nSaveActive

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\win.ini\Windows|Power



OffTimeOut

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\win.ini\Windows|Power
OffActive

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\win.inl\Windows|Mous
eThreshold2

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows\C
urrentVersion\Run

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\win.ini\Windows|Mous
eThreshold1

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\win.inl\Windows|Mous
eSpeed

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\win.ini\Windows|LowP
owerTimeOut

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\win.ini\Windows|LowP
owerActive

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\win.ini\Windows|Keybo
ardSpeed

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\win.ini\Windows|Keybo
ardDelay

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\win.ini\Windows|Initial
Keyboardindicators

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\win.ini\Windows|DragF
ullWindows

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\win.ini\Windows|Doubl
eClickwidth

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\win.ini\Windows|Doubl
eClickSpeed

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\win.ini\Windows|Doubl
eClickHeight

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\win.ini\Windows|Devic
eNotSelectedTimeout

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\win.ini\Windows|Defaul
tSeparateVDM

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\win.ini\Windows|Curso
rBlinkRate

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\win.ini\Windows|CoolS
witch

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\win.ini\Windows|Borde
rWidth

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\win.ini\Windows|Beep

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\win.ini\Windows|Applni
t DLLs

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\win.ini\Windows|

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\win.ini\Windows

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\win.ini\Network|Expan
dLogonDomain

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\win.ini\Network|

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\win.ini\Network

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\win.ini

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\system.ini|standard

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\system.ini|NonWindow
SApp

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\system.inijmsacm.drv

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\system.inijMCI32

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\system.ini|MCI

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\system.inilkeyboard

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\system.ini|drivers32

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\system.ini|drivers

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\system.ini|boot.descrip
tion

HKEY_LOCAL_MACHINE\Software\Microsoftt\Windows  Never
NT\CurrentVersion\IniFileMapping\system.ini\boot|Shell

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\system.ini\boot|SCRN
SAVE.EXE

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\system.ini\boot|Screen
SaverlsSecure

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\system.ini\boot|Screen
SaverActive



HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\system.ini\boot|

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\system.ini\boot

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\system.ini

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\schdpl32.ini|

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\schdpl32.ini

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\regedt32.ini|

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\regedt32.ini

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\ntnet.inijlUMAddOns

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\ntnet.ini|SMAddOns

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\ntnet.ini|Shared Para
meters

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\ntnet.ini|

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\ntnet.ini

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\Ntbackup.ini|

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\Ntbackup.ini

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\msacm.ini|

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\msacm.ini

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\KeyboardLayout.ini|Pr
eload

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\KeyboardLayout.ini|

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\KeyboardLayout.ini\Su
bstitutes|

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\KeyboardLayout.ini\Su
bstitutes

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\KeyboardLayout.ini\Ke
yboard Layout|Active

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\KeyboardLayout.ini\Ke
yboard Layout|

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never
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Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



NT\CurrentVersion\IniFileMapping\KeyboardLayout.ini\Ke
yboard Layout

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\KeyboardLayout.ini

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\ImageFileExecutionOp
tions.ini|

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\ImageFileExecutionOp
tions.ini

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\control.ini|Userinstalla
ble.drivers

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\control.ini|Screen
Saver.Stars

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\control.ini|Screen
Saver.Mystify

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\control.ini|Screen
Saver.Marquee

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\control.ini|Screen
Saver.Bezier

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\control.ini|Screen
Saver.3DText

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\control.ini|Screen
Saver.3DPipes

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\control.ini|Screen
Saver.3DMaze

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\control.ini|Screen
Saver.3DFlyingObj

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\control.ini|Screen
Saver.3DFlowerBox

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\control.ini[related.desc

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\control.ini|Patterns

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\control.injf MMCPL

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\control.ini|drivers.desc

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\control.inijdon't load

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows
NT\CurrentVersion\IniFileMapping\control.ini|Custom Col
ors

Never
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HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\control.ini|Current

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\control.ini|Color
Schemes

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\control.ini

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping\Clock.ini|

HKEY_CURRENT_USER\Control Pan Never
el\Desktop|ScreenSaveTimeOut

HKEY_CURRENT_USER\Control Pan Never
el\Desktop|ScreenSaverlsSecure

HKEY_LOCAL_MACHINE\Software\Microsoftt\Windows  Never
NT\CurrentVersion\IniFileMapping\Clock.ini

HKEY_LOCAL_MACHINE\Software\Microsoftt\Windows  Never
NT\CurrentVersion\IniFileMapping\winfile.ini|Settings

HKEY_LOCAL_MACHINE\Software\Microsoft\Windows  Never
NT\CurrentVersion\IniFileMapping

HKEY_CURRENT_USER\Software\Microsoft\Windows\C Never
urrentVersion\RunOnce|tscuninstall

Rule: XP - System32 Folder Last Element Change: May 16, 2006 1:29:28 PM
C:\WINDOWS\system32\openg|32.dll Never
C:\WINDOWS\system32\openfiles.exe Never
C:\WINDOWS\system32\oobe\setup Never
C:\WINDOWS\system32\oobe\sconnect.js Never
C:\WINDOWS\system32\oobe\sample Never
C:\WINDOWS\system32\oobe\regerror\rtoobusy.htm Never
C:\WINDOWS\system32\oobe\regerror\rpulse.htm Never
C:\WINDOWS\system32\oobe\regerror\rpberr.htm Never
C:\WINDOWS\system32\oobe\regerror\rnomdm.htm Never
C:\WINDOWS\system32\oobe\regerror\rnoansw.htm Never
C:\WINDOWS\system32\oobe\regerror\rhndshk.htm Never
C:\WINDOWS\system32\oobe\regerror\rdtone.htm Never
C:\WINDOWS\system32\oobe\regerror\rcnterr.htm Never
C:\WINDOWS\system32\oobe\regerror Never
C:\WINDOWS\system32\oobe\reg.isp Never
C:\WINDOWS\system32\oobe\phone.obe Never
C:\WINDOWS\system32\oobe\phone.inf Never
C:\WINDOWS\system32\oobe\oobeutil.js Never

C:\WINDOWS\system32\oobe\oobeinfo.ini Never



C:\WINDOWS\system32\oobe\oobebaln.exe
C:\WINDOWS\system32\oobe\obeip.dun
C:\WINDOWS\system32\oobe\msoobe.exe
C:\WINDOWS\system32\oobe\msobweb.dll
C:\WINDOWS\system32\oobe\msobshel.htm
C:\WINDOWS\system32\oobe\msobshel.dll
C:\WINDOWS\system32\oobe\msobmain.dl|
C:\WINDOWS\system32\oobe\msobe.isp
C:\WINDOWS\system32\oobe\msobdl.dll
C:\WINDOWS\system32\oobe\msobcomm.dll
C:\WINDOWS\system32\oobe\mousetut.js
C:\WINDOWS\system32\oobe\migx25c.dun
C:\WINDOWS\system32\oobe\migx25b.dun
C:\WINDOWS\system32\oobe\migx25a.dun
C:\WINDOWS\system32\oobe\migrate.obe
C:\WINDOWS\system32\oobe\migrate.js
C:\WINDOWS\system32\oobe\migrate.isp
C:\WINDOWS\system32\oobe\migip.dun
C:\WINDOWS\system32\oobe\isptype.js
C:\WINDOWS\system32\oobe\images\wpatop.jpg
C:\WINDOWS\system32\oobe\images\wpakey.jpg
C:\WINDOWS\system32\oobe\images\wpaflag.jpg
C:\WINDOWS\system32\oobe\images\wpabtm.jpg
C:\WINDOWS\system32\oobe\images\wpaback.jpg
C:\WINDOWS\system32\oobe\images\title.wma
C:\WINDOWS\system32\oobe\images\thanks8.png
C:\WINDOWS\system32\oobe\images\thanks10.png
C:\WINDOWS\system32\oobe\images\swpatop.jpg
C:\WINDOWS\system32\oobe\images\swpakey.jpg
C:\WINDOWS\system32\oobe\images\swpaflag.jpg
C:\WINDOWS\system32\oobe\images\swpabtm.jpg
C:\WINDOWS\system32\oobe\images\swpaback.jpg
C:\WINDOWS\system32\oobe\images\skipup.jpg
C:\WINDOWS\system32\oobe\images\skipover.jpg
C:\WINDOWS\system32\oobe\images\skipoff.jpg
C:\WINDOWS\system32\oobe\images\skipdown.jpg

C:\WINDOWS\system32\oobe\images\gmark.gif
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C:\WINDOWS\system32\oobe\images\gmark.acs
C:\WINDOWS\system32\oobe\images\progress.gif
C:\WINDOWS\system32\oobe\images\prodkey.gif
C:\WINDOWS\system32\oobe\images\oemlogo.gif
C:\WINDOWS\system32\oobe\images\oemcoa.jpg
C:\WINDOWS\system32\oobe\images\nextup.jpg
C:\WINDOWS\system32\oobe\images\nextover.jpg
C:\WINDOWS\system32\oobe\images\nextoff.jpg
C:\WINDOWS\system32\oobe\images\nextdown.jpg
C:\WINDOWS\system32\oobe\images\newtop8.jpg
C:\WINDOWS\system32\oobe\images\newtopl.jpg
C:\WINDOWS\system32\oobe\images\newmark8.jpg
C:\WINDOWS\system32\oobe\images\newmark1.jpg
C:\WINDOWS\system32\oobe\images\newbtm8.jpg
C:\WINDOWS\system32\oobe\images\newbtm1.jpg
C:\WINDOWS\system32\oobe\images\mslogo.jpg
C:\WINDOWS\system32\oobe\images\mousewn.gif
C:\WINDOWS\system32\oobe\images\mouse.gif
C:\WINDOWS\system32\oobe\images\monitor2.gif
C:\WINDOWS\system32\oobe\images\monitor.gif
C:\WINDOWS\system32\oobe\images\merlin.qgif
C:\WINDOWS\system32\oobe\images\magnify.gif
C:\WINDOWS\system32\oobe\images\intro.wmv
C:\WINDOWS\system32\oobe\images\hand?2.gif
C:\WINDOWS\system32\oobe\images\hand1.gif
C:\WINDOWS\system32\oobe\images\grn_btn.gif
C:\WINDOWS\system32\oobe\images\dialup.gif
C:\WINDOWS\system32\oobe\images\dialtone.gif
C:\WINDOWS\system32\oobe\images\clickhr.gif
C:\WINDOWS\system32\oobe\images\clickerx.wav
C:\WINDOWS\system32\oobe\images\bullet1.gif
C:\WINDOWS\system32\oobe\images\btn3.gif
C:\WINDOWS\system32\oobe\images\btn2.gif
C:\WINDOWS\system32\oobe\images\btn1.gif
C:\WINDOWS\system32\oobe\images\backup.jpg
C:\WINDOWS\system32\oobe\images\backover.jpg

C:\WINDOWS\system32\oobe\images\backoff.jpg
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C:\WINDOWS\system32\oobe\images\backdown.jpg Never

C:\WINDOWS\system32\oobe\images\arrow.gif Never
C:\WINDOWS\system32\oobe\images Never
C:\WINDOWS\system32\oobe\icsmgr.js Never
C:\WINDOWS\system32\oobe\iconnect.js Never
C:\WINDOWS\system32\oobe\html\oemreg Never
C:\WINDOWS\system32\oobe\html\oemhw Never
Rule: XP - Temporary Files Folder Last Element Change: Never
C:\WINDOWS\Temp Never
C:\temp Never
Rule: Linux - Administrative Binaries Last Element Change: May 10, 2006 2:30:04 PM
Jusr/sbin/nstat Never
Jusr/sbin/readprofile Never
lusr/sbin/logrotate Never
lusr/shin/setfiles Never
Jusr/sbin/pvmove Never
lusr/sbin/isdnhangup Never
Jusr/sbin/neat-tui Never
lusr/sbin/try-from Never
lusr/sbin/dongle_attach Never
/usr/sbin/build-locale-archive Never
/shin/pam_console_apply Never
/shin/modprobe Never
/sbin/restorecon Never
/sbin/klogd Never
/sbin/mkfs.msdos Never
/shin/mount.smb Never
/sbin/udevstart Never
Ishin/vol_id Never
/sbin/grub-install Never
/sbin/restore.static Never

/sbin/rmmod Never



/sbin/Ispci
/sbin/mkswap
/sbin/iprofd
[sbin/ip
/sbin/pidof
/sbin/restore
/sbin/fsck
Isbin/setpci
Isbin/isdnctrl
/sbin/dump_cis
/shin/quotaon
/sbin/tune2fs
/shin/sysctl
[/sbin/grub-terminfo
/sbin/logsave
/sbin/rpc.statd
/sbin/init
/sbin/setkey
/sbin/ifrename
/sbin/nologin
/sbin/mkfs.vfat
/shin/mgetty
/sbin/mkfs.cramfs
/sbin/telinit
[shinl/ifcfg
/shin/grubby
/sbin/lsmod
/shin/losetup
/sbinfavmcapictrl
/sbin/mke2fs
/sbin/isdnlog
/sbin/pam_timestamp_check
/sbin/dmsetup.static
/sbin/extlinux
/shin/ata_id.static
/sbinfvboxd

/sbin/pppoe-relay

Never
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/sbin/adsl-setup
/sbin/hisaxctrl
/sbin/partx
/sbin/auditctl
/sbin/iwevent
/shin/quotaoff
/sbin/ethtool
Isbin/iwpriv
Ishin/ata_id
/sbin/reboot
/sbin/findfs
Isbin/e2fsck
/sbin/runlevel
/sbin/mdadm
/sbin/netplugd
/sbin/fsck.msdos
/sbin/e2image
/sbin/hdparm
/sbin/cardmgr
/sbin/ether-wake
/sbin/mii-tool
/sbin/shutdown
/sbin/dumpe2fs
/sbin/hotplug
/sbin/mkzonedb
Ishin/pack_cis
/sbin/rmt
/sbin/modinfo
/sbin/mount.smbfs
/shin/dump.static
/shin/iptables-restore
/shin/scsi_id
/sbin/ypbind
/sbin/e2label
/sbin/blkid
/sbin/tc

/sbin/adsl|-status

Never
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/sbin/mount.cifs Never

/sbin/dmraid.static Never
/sbin/syslogd Never
/sbin/setsysfont Never
/sbin/cardctl Never

Rule: Linux - Kernel Process Information Last Element Change: Never
Element Last Change
/proc/partitions Never
/proc/mounts Never
/proc/modules Never
/proc/ioports Never
/proc/pci Never
/proc/dma Never
/proc/devices Never
/proc/cpuinfo Never
/proc/ksyms Never

Rule: Linux - Misc Files Last Element Change: Never
Element Last Change
/misc Never

Rule: Linux - Mounted Filesystems Last Element Change: Never
Element Last Change
/mnt Never

Rule: Linux - Root's home directory Last Element Change: Never
Element Last Change
[root Never

Rule: Linux - System Binaries Last Element Change: May 22, 2006 9:36:53 AM
Element Last Change
Jusr/bin/install Never
lusr/bin/pdffonts Never
lusr/bin/jwhois Never
Jusr/bin/fixfmps Never
lusr/bin/perlivp Never
Jusr/bin/sdiff Never

lusr/bin/xql.pl Never



{usr/bin/kmenuedit
Jusr/bin/getfacl
Jusr/bin/metaflac
/usr/bin/read-screenshot
/usr/bin/expand
lusr/bin/script
lusr/bin/over
Jusr/bin/glib-mkenums
lusr/bin/gpgv
lusr/bin/kpilotDaemon
/usr/bin/make_driver_db_cups
usr/bin/minicom
Jusr/bin/numactl
Jusr/bin/dsirc
{usr/bin/install-hinote
Jusr/bin/grmiregistry
usr/bin/mysqlcheck
/usr/bin/gdmXnest
/usr/bin/scrollkeeper-get-cl
usr/bin/tiffgt
/usr/bin/read-expenses
/usr/bin/i386
lusr/bin/fsview
Jusr/bin/info
lusr/bin/kdm_config
lusr/bin/gsoelim
lusr/bin/getkeycodes
Jusr/bin/kpm
lusr/bin/lesskey
lusr/bin/gcj-dbtool
lusr/bin/pnm2ppa
Jusr/bin/envsubst
Jusr/bin/xml_grep
Jusr/bin/pwdx
Jusr/bin/wc
/usr/bin/xine-check

lusr/bin/size

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



/usr/bin/gcore

/usr/bin/noatuntippecanoe.bin

lusr/bin/setkeycodes
/usr/bin/arecordmidi
usr/bin/unix-lpr.sh
lusr/bin/read-ical
/usr/bin/msgattrib
lusr/bin/zegrep
Jusr/bin/mbadblocks
lusr/bin/finger
lusr/bin/pal2rgb
lusr/bin/kdebugdialog
Jusr/bin/ldapmodify
Jusr/bin/vmnet-natd
usr/bin/gst-typefind-0.8
{usr/bin/kcminit
Jusr/bin/man
lusr/bin/go-rhn.sh
usr/bin/split
lusr/bin/aatest
usr/bin/zgrep
lusr/bin/nenscript
/usr/bin/showconsolefont
Jusr/bin/rename
Jusr/bin/autoreconf
lusr/bin/tzselect
Jusr/bin/xml-xread
Jusr/bin/ospam
Jusr/bin/kolabwizard
Jusr/bin/gmake
Jusr/bin/zsoelim
Jusr/bin/mkrfc2734
/usr/bin/makemap
/usr/bin/aclocal-1.5
/usr/bin/pilot-foto
/usr/bin/msgcmp

usr/bin/xml2-config

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



/usr/bin/dItest Never

lusr/bin/toe Never
/usr/bin/krotation.kss Never
lusr/bin/testprns Never
/usr/bin/ooffice Never
lusr/binftiffcp Never
lusr/bin/4rdf Never
lusr/bin/system-config-rootpassword Never
usr/bin/hddtemp Never
Jusr/bin/soxmix Never
lusr/bin/fixdlsrps Never
lusr/bin/pdftoppm Never
lusr/bin/fixtpps Never
Jusr/bin/sfinfo Never
Jusr/bin/irdadump Never
/usr/bin/dos2unix Never
lusr/bin/op_help Never
/usr/bin/dbus-binding-tool Never
{usr/bin/sendiso Never
Rule: Linux - System Boot Files Last Element Change: Never
/boot/initrd-2.6.11-1.1369_FC4.img Never
/boot/config-2.6.15-1.1833_FC4 Never
/boot/config-2.6.14-1.1656_FC4 Never
/boot/initrd-2.6.15-1.1833_FC4.img Never
/boot/grub/reiserfs_stagel 5 Never
/boot/grubljfs_stagel 5 Never
/boot/grub/device.map Never
/boot/grub/ufs2_stagel_5 Never
/boot/grub/minix_stagel 5 Never
/boot/grub/stage2 Never
/boot/grub/stagel Never
/boot/grub/xfs_stagel 5 Never
/boot/grub/splash.xpm.gz Never
/boot/grub/grub.conf Never

/boot/grub/menu.lst Never



/boot/grub/iso9660_stagel 5 Never

/boot/grub/ffs_stagel 5 Never
/boot/grub/vstafs_stagel 5 Never
/boot/grub/fat_stagel 5 Never
/boot/grub/e2fs_stagel 5 Never
/boot/grub Never
/boot Never
/sbin/lilo Never
/boot/config-2.6.11-1.1369_FC4 Never
/boot/initrd-2.6.14-1.1656_FC4.img Never
/boot/vmlinuz-2.6.14-1.1656_FC4 Never
/boot/vmlinuz-2.6.15-1.1833_FC4 Never
/boot/System.map-2.6.15-1.1833_FC4 Never
/boot/lost+found Never
/boot/System.map-2.6.14-1.1656_FC4 Never
/boot/vmlinuz-2.6.11-1.1369_FC4 Never
/boot/System.map-2.6.11-1.1369_FC4 Never

Rule: Linux - System Devices Last Element Change: Never
/dev/null Never
/dev/pts Never
/dev Never

Rule: Linux - System Processes Last Element Change: Never
/proc Never

Rule: Linux - System configuration files Last Element Change: May 22, 2006 9:36:22 AM
letc/alternatives/jaxp_transform_impl Never
/etc/alternatives/mta-newaliases Never
/etc/alternatives/jmxri Never
/etc/alternatives/print-lpstat Never
letc/alternatives/java_sdk_gcj Never
letc/alternatives/print-lprman Never
/etc/alternatives/print-lpman Never

/etc/alternatives/print-lpcman Never



/etc/alternatives/print-lpormman
/etc/alternatives/javadoc
letc/alternatives/antlr
/etc/alternatives/hibernate_jdbc_cache
/etc/alternatives/jar
/etc/alternatives/print-lpgman
/etc/alternatives/java_sdk
[etc/alternatives/print-Ip
letc/alternatives/jre_gcj
letc/alternatives/jre
/etc/alternatives/mta-newaliasesman
[etc/alternatives/mta-pam
[etc/alternatives/print-cancelman
letc/alternatives/print
/etc/alternatives/print-lpq
/etc/alternatives/mta-aliasesman
/etc/alternatives/java_sdk_1.4.2
/etc/alternatives/mta-sendmail
/etc/alternatives/rmic
/etc/alternatives/jre_1.4.2
/etc/alternatives/print-Ipc
/etc/alternatives/mta
/etc/alternatives/print-lpstatman
letc/alternatives/java
letc/alternatives/jaxp_parser_impl
letc/alternatives/jre_exports
letc/alternatives/java_sdk_1.4.2_exports
letc/alternatives/java_sdk_exports
/etc/alternatives/rmiregistry
/etc/alternatives
letc/cpuspeed.conf

/etc/aliases.db

/etc/nsswitch.conf

letc/passwd

letc/.pwd.lock

/etc/cron.hourly

/etc/pam.d/sshd

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



/etc/pam.d/chsh

letc/pam.d/rsh

/etc/pam.d/smtp
/etc/pam.d/system-config-language
/etc/pam.d/other

/etc/pam.d/kbdrate
/etc/pam.d/screen
/etc/pam.d/system-config-samba
letc/pam.d/serviceconf
letc/pam.d/system-config-time
letc/pam.d/reboot

letc/pam.d/ppp
/etc/pam.d/system-config-keyboard
/etc/pam.d/kscreensaver
/etc/pam.d/system-config-network
letc/pam.d/run_init
letc/pam.d/xserver

/etc/pam.d/xdm
/etc/pam.d/system-config-printer-gui
/etc/pam.d/system-config-soundcard

/etc/pam.d/remote

/etc/pam.d/system-config-securitylevel

/etc/pam.d/squid
/etc/pam.d/system-cdinstall-helper
letc/pam.d/login
/etc/pam.d/bindconf
/etc/pam.d/dateconfig
letc/pam.d/printconf-tui
letc/pam.d/passwd
/etc/pam.d/setup
/etc/pam.d/up2date
/etc/pam.d/xscreensaver
/etc/pam.d/sudo
/etc/pam.d/crond
/etc/pam.d/printtool
/etc/pam.d/kdm-np

/etc/pam.d/internet-druid

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never

Never



/etc/pam.d/system-config-httpd Never

/etc/pam.d/rexec Never
/etc/pam.d/kdm Never
/etc/pam.d/atd Never
/etc/pam.d/rhn_register Never
/etc/pam.d/kppp Never
letc/pam.d/chfn Never
/etc/pam.d/system-config-services Never
letc/pam.d/printconf-gui Never
/etc/pam.d/system-install-packages Never
/etc/pam.d/system-config-authentication Never
letc/pam.d/system-config-printer-tui Never
/etc/pam.d/system-auth Never
/etc/pam.d/system-config-nfs Never
letc/pam.d/newrole Never
/etc/pam.d/ivmware-authd Never
/etc/pam.d/system-config-boot Never
/etc/pam.d/authconfig Never

Rule: Linux - Temporary directory Last Element Change: Never
/tmp Never

Rule: Linux - User Home Directories Last Element Change: Never
/homeftripwire Never
/home Never
/home/zane Never
/home/interbase Never
/home/oracle Never
/home/john Never

Rule: Linux - Variable System Files Last Element Change: Never
Ivar/log Never
Ivar/lock Never
Ivar/spool Never

Ivar/lib Never



Ivar Never

Rule: Linux Oracle Configuration Files Last Element Change: May 21, 2006 12:37:51 PM

Element Last Change

/u01/app/oracle/product/10.2.0 Never



